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Section 41: Unauthorised acts causing, or creating risk of, serious damage
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Subsection (2) inserts new section 3ZA into the 1990 Act which creates a new offence
of impairing a computer such as to cause serious damage. The existing offence of
impairing a computer under section 3 of the 1990 Act carries a maximum penalty of
ten years imprisonment. This maximum penalty is not considered adequate by the
Government in those cases where the impact of the action is to cause serious damage,
for example to critical national infrastructure. The new offence addresses that gap in
the criminal law.

New section 3ZA(1) sets out the elements of the offence. The actus reus (or conduct
element) is that the accused undertakes an unauthorised act in relation to a computer
(asin section 3(1)(a) of the 1990 Act) and that act causes, or creates asignificant risk of
causing, serious damage of amateria kind. The mensrea (namely the mental elements
of the offence) is that the accused, at the time of committing the act, knows that it
is unauthorised (as in section 3(1)(b) of the 1990 Act) and intends the act to cause
serious damage of a material kind or is reckless as to whether such damage is caused.
An unauthorised act is defined in section 17(8) of the 1990 Act as an act where the
person doing the act does not have responsibility for the computer in question, which
would thereby entitle him or her to determine whether the act is undertaken, and does
not have the consent of the person responsible for the computer to commit the act.

The term “material kind” is defined in new section 3ZA(2), read with new
section 3ZA(3) to (5), as damage to human welfare, the environment, the economy or
national security. The other terms used in the definition of a material kind take their
normal everyday meaning. It would, in the normal way, be for the jury to determine
whether, for example, there had been damage to national security and whether that
damage was serious.

The offence will be triable on indictment only. As aresult of new section 3ZA(6) and
(7) the maximum penalty islifeimprisonment in respect of threat to life, loss of life or
damage to nationa security. In respect of damage to the economy or environment, it
will be 14 years' imprisonment.

Subsection (3) amends section 3A of the 1990 Act. The amendment ensures that the
offence provided for in section 3A aso applies to the making etc of hacker tools
intended to be used to commit the new section 3ZA offence.
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Section 42: Obtaining articles for purposes relating to computer misuse

134. Article 7 of the Directive requires Member States to criminalise certain activities
in relation to the commission of the substantive offences at Articles 3 to 6 of the
Directive (those Articles relate to illegal access to information systems, illegal system
interference, illegal data interference and illegal interception). It provides as follows:

“Toolsused for committing offences

Member States shall take the necessary measures to ensure that the intentional
production, sale, procurement for use, import, distribution or otherwise making
available, of one of the following tools, without right and with the intention that it be
used to commit any of the offences referred to in Articles 3 to 6, is punishable as a
criminal offence, at least for cases which are not minor:

(@) a computer programme, designed or adapted primarily for the purpose of
committing any of the offencesreferred to in Articles 3 to 6;

(b) acomputer password, access code, or similar data by which the whole or any part
of an information system is capable of being accessed.”

135.  Section 3A of the 1990 Act, in conjunction with sections 1 to 3 of that Act, meets the
requirements of Article 7 save in one respect, namely the “procurement for use’ of
tools used for committing the Article 3 to 6 offences. Under the existing offence, the
prosecution is required to show that the individual obtained the tool with a view to
its being supplied for use to commit, or assist in the commission of an offence under
section 1 or 3 of the Act. This section extends subsection (3) of section 3A of the 1990
Act to include an offence of obtaining atool for use to commit a Computer Misuse Act
offence (including one under the new section 3ZA inserted by section 41) regardiess
of an intention to supply that tool. As amended, that subsection would provide that
(additions shown in italics):

“A personisguilty of an offenceif heobtainsany articlewith aview to article—

(@ intending to useit to commit, or assist in the commission of, an offence
under section 1, 3 or 3ZA, or

(b) with a view to its being supplied for use to commit, or assist in the
commission of, an offence under section 1 or 3.”

Section 43: Territorial scope of computer misuse offence
136.  Article 12 of Directive provides as follows:
“Jurisdiction

1. Member Statesshall establish their jurisdiction with regardto the offencesreferred
toin Articles 3 to 8 where the offence has been committed:

(& inwholeor in part within their territory; or

(b) by oneof their nationals, at least in caseswherethe act isan offencewhere
it was committed.

2. When establishing jurisdiction in accordance with point (a) of paragraph 1, a
Member State shall ensure that it has jurisdiction where:

(a) theoffender commitsthe offence when physically present onitsterritory,
whether or not the offenceisagainst aninformation systemonitsterritory;
or

(b) the offence is against an information system on its territory, whether
or not the offender commits the offence when physically present on its
territory......."
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Sections4 and 5 of the 1990 Act already providefor limited extra-territorial jurisdiction
in relation to the offences in sections 1 and 3 of that Act. Under those provisions, it
is possible to prosecute a person in this country for an act committed abroad which
would constitute an offence under section 1 or 3 provided that there was a “ significant
link” to the appropriate jurisdiction in the UK. Subsection (2) amends section 4 of the
1990 Act to apply such extra-territorial jurisdiction to the offence in new section 3ZA
inserted by section 41; subsection (5) amends section 5 of the 1990 Act to define what
constitutes a “significant link” in the context of the new offence. A significant link is
established if the accused was in the UK at the time of the offence, or if the affected
computer or the intended affected computer was in the UK. Accordingly, it would, for
example, be possible under the current law to prosecute a French national resident in
England and Waleswho hacked into acomputer system in France or aUK national who
hacked into a computer system in the UK whilst temporarily resident in France (but
who subsequently returned to the UK). Subsection (3) inserts new subsection (4A) into
section 4 of the 1990 Act, the effect of which is to apply extra-territorial jurisdiction
to the offence under section 3A of the 1990 Act. Subsection (4) amends section 5 of
the 1990 Act to extend the current extra-territorial jurisdiction in order to fully comply
with Article 12; the effect of new section 5(1A) and (1B) is to permit prosecutions of
a UK national for al offences under the 1990 Act even where the conduct concerned
has no other significant link to the UK, provided also that the offence was an offence
in the country where it took place.

Subsections (6) and (7) amend section 13 of the 1990 Act. Subsection (6) sets out the
criteriafor when asheriff court in Scotland will have jurisdiction to try an offence under
sections 3ZA and 3A of the 1990 Act. A sheriff court will have jurisdiction if a person
who commits an offence under section 3ZA isin the sheriffdom at the time they carry
out any of the unauthorised act, or if the computer in relation to which the offence was
carried out was located in the sheriffdom at the time of the offence. A sheriff court
will have jurisdiction if a person who commits an offence under section 3A isin the
sheriffdom at the time they carry out any of the acts set out in section 13(2B)(a). If
a person was not in the sheriffdom, new section 13(2B)(b) provides the sheriff court
will have jurisdiction to try the offence if the computer in relation to which the offence
was carried out was located in the sheriffdom at the time of the offence. Subsection (7)
provides that where a person commits an offence under section 1, 3, 3ZA or 3A of the
1990 Act outwith Scotland, he or she may be tried in any sheriff court district in which
the person is apprehended or in custody, or in such sheriff court district as the Lord
Advocate may direct, as if the offence had been committed there.

Section 44: Savings

139.

Section 10 of the 1990 Act contains a saving provision. It provides that the offence at
section 1(1) of the 1990 Act has effect without prejudice to the operation in England
and Wales of any enactment relating to powers of inspection, search or seizure; and
in Scotland of any enactment or rule of law relating to powers of examination, search
or seizure. The amendment to section 10 of the 1990 Act made by this section is a
clarifying amendment. It is designed to remove any ambiguity over the interaction
between the lawful exercise of powers (wherever exercised) conferred under or by
virtue of any enactment (and in Scotland, rule of law) and the offence provisions.
“Enactment” isexpressly defined to provide certainty asto what thistermincludes. The
title of section 10 of the 1990 Act has also been changed to remove the reference to
“certain law enforcement powers’ (see paragraph 12 of Schedule 4). Thisisto avoid
any ambiguity between the title and the substance of that section.
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