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Directive 2006/24/EC of the European Parliament and of the Council of

15 March 2006 on the retention of data generated or processed in connection
with the provision of publicly available electronic communications services
or of public communications networks and amending Directive 2002/58/EC

DIRECTIVE 2006/24/EC OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL

of 15 March 2006
on the retention of data generated or processed in connection with the

provision of publicly available electronic communications services or of
public communications networks and amending Directive 2002/58/EC

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having
thereof,

Having
Having

Acting in accordance with the procedure laid down in Article 251 of the Treaty"”,

regard to the Treaty establishing the European Community, and in particular Article 95

regard to the proposal from the Commission,

regard to the Opinion of the European Economic and Social Committee”,

(2)

Whereas:

(1)

2)

)

4)

Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995
on the protection of individuals with regard to the processing of personal data and on the
free movement of such data® requires Member States to protect the rights and freedoms
of natural persons with regard to the processing of personal data, and in particular their
right to privacy, in order to ensure the free flow of personal data in the Community.

Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002
concerning the processing of personal data and the protection of privacy in the electronic
communications sector (Directive on privacy and electronic communications)®
translates the principles set out in Directive 95/46/EC into specific rules for the
electronic communications sector.

Articles 5, 6 and 9 of Directive 2002/58/EC lay down the rules applicable to the
processing by network and service providers of traffic and location data generated
by using electronic communications services. Such data must be erased or made
anonymous when no longer needed for the purpose of the transmission of a
communication, except for the data necessary for billing or interconnection payments.
Subject to consent, certain data may also be processed for marketing purposes and the
provision of value-added services.

Article 15(1) of Directive 2002/58/EC sets out the conditions under which Member
States may restrict the scope of the rights and obligations provided for in Article 5,
Article 6, Article 8(1), (2), (3) and (4), and Article 9 of that Directive. Any such
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)

(6)

(7

®)

)

(10)

(11)

restrictions must be necessary, appropriate and proportionate within a democratic
society for specific public order purposes, i.e. to safeguard national security (i.e.
State security), defence, public security or the prevention, investigation, detection
and prosecution of criminal offences or of unauthorised use of the electronic
communications systems.

Several Member States have adopted legislation providing for the retention of data
by service providers for the prevention, investigation, detection, and prosecution of
criminal offences. Those national provisions vary considerably.

The legal and technical differences between national provisions concerning the
retention of data for the purpose of prevention, investigation, detection and
prosecution of criminal offences present obstacles to the internal market for electronic
communications, since service providers are faced with different requirements
regarding the types of traffic and location data to be retained and the conditions and
periods of retention.

The Conclusions of the Justice and Home Affairs Council of 19 December 2002
underline that, because of the significant growth in the possibilities afforded by
electronic communications, data relating to the use of electronic communications are
particularly important and therefore a valuable tool in the prevention, investigation,
detection and prosecution of criminal offences, in particular organised crime.

The Declaration on Combating Terrorism adopted by the European Council on
25 March 2004 instructed the Council to examine measures for establishing rules on
the retention of communications traffic data by service providers.

Under Article 8 of the European Convention for the Protection of Human Rights
and Fundamental Freedoms (ECHR), everyone has the right to respect for his private
life and his correspondence. Public authorities may interfere with the exercise of that
right only in accordance with the law and where necessary in a democratic society,
inter alia, in the interests of national security or public safety, for the prevention of
disorder or crime, or for the protection of the rights and freedoms of others. Because
retention of data has proved to be such a necessary and effective investigative tool
for law enforcement in several Member States, and in particular concerning serious
matters such as organised crime and terrorism, it is necessary to ensure that retained
data are made available to law enforcement authorities for a certain period, subject to
the conditions provided for in this Directive. The adoption of an instrument on data
retention that complies with the requirements of Article 8 of the ECHR is therefore a
necessary measure.

On 13 July 2005, the Council reaffirmed in its declaration condemning the terrorist
attacks on London the need to adopt common measures on the retention of
telecommunications data as soon as possible.

Given the importance of traffic and location data for the investigation, detection,
and prosecution of criminal offences, as demonstrated by research and the practical
experience of several Member States, there is a need to ensure at European level that
data that are generated or processed, in the course of the supply of communications
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(12)

(13)

(14)

(15)

(16)

(17)

(18)

services, by providers of publicly available electronic communications services or
of a public communications network are retained for a certain period, subject to the
conditions provided for in this Directive.

Article 15(1) of Directive 2002/58/EC continues to apply to data, including data relating
to unsuccessful call attempts, the retention of which is not specifically required under
this Directive and which therefore fall outside the scope thereof, and to retention for
purposes, including judicial purposes, other than those covered by this Directive.

This Directive relates only to data generated or processed as a consequence of a
communication or a communication service and does not relate to data that are the
content of the information communicated. Data should be retained in such a way
as to avoid their being retained more than once. Data generated or processed when
supplying the communications services concerned refers to data which are accessible.
In particular, as regards the retention of data relating to Internet e-mail and Internet
telephony, the obligation to retain data may apply only in respect of data from the
providers' or the network providers' own services.

Technologies relating to electronic communications are changing rapidly and the
legitimate requirements of the competent authorities may evolve. In order to obtain
advice and encourage the sharing of experience of best practice in these matters, the
Commission intends to establish a group composed of Member States' law enforcement
authorities, associations of the electronic communications industry, representatives of
the European Parliament and data protection authorities, including the European Data
Protection Supervisor.

Directive 95/46/EC and Directive 2002/58/EC are fully applicable to the data retained
in accordance with this Directive. Article 30(1)(c) of Directive 95/46/EC requires the
consultation of the Working Party on the Protection of Individuals with regard to the
Processing of Personal Data established under Article 29 of that Directive.

The obligations incumbent on service providers concerning measures to ensure data
quality, which derive from Article 6 of Directive 95/46/EC, and their obligations
concerning measures to ensure confidentiality and security of processing of data, which
derive from Articles 16 and 17 of that Directive, apply in full to data being retained
within the meaning of this Directive.

It is essential that Member States adopt legislative measures to ensure that data
retained under this Directive are provided to the competent national authorities only
in accordance with national legislation in full respect of the fundamental rights of the
persons concerned.

In this context, Article 24 of Directive 95/46/EC imposes an obligation on Member
States to lay down sanctions for infringements of the provisions adopted pursuant to
that Directive. Article 15(2) of Directive 2002/58/EC imposes the same requirement
in relation to national provisions adopted pursuant to Directive 2002/58/EC. Council
Framework Decision 2005/222/JHA of 24 February 2005 on attacks against information
systems® provides that the intentional illegal access to information systems, including
to data retained therein, is to be made punishable as a criminal offence.
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(19)

(20)

21

(22)

(23)

24

(25)

The right of any person who has suffered damage as a result of an unlawful processing
operation or of any act incompatible with national provisions adopted pursuant to
Directive 95/46/EC to receive compensation, which derives from Article 23 of that
Directive, applies also in relation to the unlawful processing of any personal data
pursuant to this Directive.

The 2001 Council of Europe Convention on Cybercrime and the 1981 Council
of Europe Convention for the Protection of Individuals with Regard to Automatic
Processing of Personal Data also cover data being retained within the meaning of this
Directive.

Since the objectives of this Directive, namely to harmonise the obligations on providers
to retain certain data and to ensure that those data are available for the purpose of the
investigation, detection and prosecution of serious crime, as defined by each Member
State in its national law, cannot be sufficiently achieved by the Member States and can
therefore, by reason of the scale and effects of this Directive, be better achieved
at Community level, the Community may adopt measures, in accordance with the
principle of subsidiarity as set out in Article 5 of the Treaty. In accordance with the
principle of proportionality, as set out in that Article, this Directive does not go beyond
what is necessary in order to achieve those objectives.

This Directive respects the fundamental rights and observes the principles recognised,
in particular, by the Charter of Fundamental Rights of the European Union. In particular,
this Directive, together with Directive 2002/58/EC, seeks to ensure full compliance with
citizens' fundamental rights to respect for private life and communications and to the
protection of their personal data, as enshrined in Articles 7 and 8 of the Charter.

Given that the obligations on providers of electronic communications services should
be proportionate, this Directive requires that they retain only such data as are generated
or processed in the process of supplying their communications services. To the extent
that such data are not generated or processed by those providers, there is no obligation
to retain them. This Directive is not intended to harmonise the technology for retaining
data, the choice of which is a matter to be resolved at national level.

In accordance with paragraph 34 of the Interinstitutional agreement on better law-
making®, Member States are encouraged to draw up, for themselves and in the interests
of the Community, their own tables illustrating, as far as possible, the correlation
between this Directive and the transposition measures, and to make them public.

This Directive is without prejudice to the power of Member States to adopt legislative
measures concerning the right of access to, and use of, data by national authorities,
as designated by them. Issues of access to data retained pursuant to this Directive by
national authorities for such activities as are referred to in the first indent of Article 3(2)
of Directive 95/46/EC fall outside the scope of Community law. However, they may
be subject to national law or action pursuant to Title VI of the Treaty on European
Union. Such laws or action must fully respect fundamental rights as they result from the
common constitutional traditions of the Member States and as guaranteed by the ECHR.
Under Article 8 of the ECHR, as interpreted by the European Court of Human Rights,
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interference by public authorities with privacy rights must meet the requirements of
necessity and proportionality and must therefore serve specified, explicit and legitimate
purposes and be exercised in a manner that is adequate, relevant and not excessive in
relation to the purpose of the interference,

HAVE ADOPTED THIS DIRECTIVE:
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