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Directive (EU) 2016/680 of the European Parliament and of the Council
of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data by competent authorities for the purposes
of the prevention, investigation, detection or prosecution of criminal

offences or the execution of criminal penalties, and on the free movement
of such data, and repealing Council Framework Decision 2008/977/JHA

CHAPTER IV

Controller and processor

Section 1

General obligations

Article 25

Logging

1 Member States shall provide for logs to be kept for at least the following processing
operations in automated processing systems: collection, alteration, consultation, disclosure
including transfers, combination and erasure. The logs of consultation and disclosure shall make
it possible to establish the justification, date and time of such operations and, as far as possible,
the identification of the person who consulted or disclosed personal data, and the identity of the
recipients of such personal data.

2 The logs shall be used solely for verification of the lawfulness of processing,
self-monitoring, ensuring the integrity and security of the personal data, and for criminal
proceedings.

3 The controller and the processor shall make the logs available to the supervisory
authority on request.


