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Commission Regulation (EC) No 2216/2004 of 21 December 2004 for a standardised
and secured system of registries pursuant to Directive 2003/87/EC of the

European Parliament and of the Council and Decision No 280/2004/EC of the
European Parliament and of the Council (Text with EEA relevance) (repealed)

CHAPTER VI

SECURITY STANDARDS, AUTHENTICATION AND ACCESS RIGHTS

Article 67

Suspension of access to accounts

1 The Central Administrator and each registry administrator may only suspend an
authorised representative’s password to any accounts or processes to which he would otherwise
have access if the authorised representative has, or that administrator has reasonable grounds
to believe the authorised representative has:

a attempted to access accounts or processes which he is not authorised to access;
b repeatedly attempted to access an account or a process using a non-matching username

and password; or
c attempted, or is attempting, to undermine the security of the registry or the registries

system.

2 Where access to an operator holding account has been suspended pursuant to
paragraph 1 or pursuant to Article 69 between 28 April and 30 April in any year from 2006
onwards, the registry administrator shall, if so requested by the account holder and following
submission of his authorised representative's identity by means of supporting evidence,
surrender the number of allowances and use the number of CERs and ERUs specified by the
account holder in accordance with the allowance surrender process set out in Article 52 and
53 and Annex IX.


