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Regulation (EU) No 910/2014 of the European Parliament and of the Council
of 23 July 2014 on electronic identification and trust services for electronic

transactions in the internal market and repealing Directive 1999/93/EC

CHAPTER II

ELECTRONIC IDENTIFICATION

Article 10

Security breach

1 Where either the electronic identification scheme notified pursuant to Article 9(1) or
the authentication referred to in point (f) of Article 7 is breached or partly compromised in a
manner that affects the reliability of the cross-border authentication of that scheme, the notifying
Member State shall, without delay, suspend or revoke that cross-border authentication or the
compromised parts concerned, and shall inform other Member States and the Commission.

2 When the breach or compromise referred to in paragraph 1 is remedied, the notifying
Member State shall re-establish the cross-border authentication and shall inform other Member
States and the Commission without undue delay.

3 If the breach or compromise referred to in paragraph 1 is not remedied within three
months of the suspension or revocation, the notifying Member State shall notify other Member
States and the Commission of the withdrawal of the electronic identification scheme.

The Commission shall publish in the Official Journal of the European Union the
corresponding amendments to the list referred to in Article 9(2) without undue delay.


