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Commission Delegated Regulation (EU) 2019/1122 of 12 March 2019 supplementing
Directive 2003/87/EC of the European Parliament and of the Council as
regards the functioning of the Union Registry (Text with EEA relevance)

TITLE III

COMMON TECHNICAL PROVISIONS

CHAPTER 1

Technical requirements of the Union Registry and the EUTL

Section 2

Security and authentication

Article 62

Authentication of the Union Registry

The identity of the Union Registry shall be authenticated by the EUTL having regard to
the data exchange and technical specifications provided for in Article 75.

Article 63

Accessing accounts in the Union Registry

1 Account representatives shall be able to access their accounts in the Union Registry
through the secure area of the Union Registry. The central administrator shall ensure that the
secure area of the Union Registry website is accessible through the internet. The website of the
Union Registry shall be available in all official languages of the Union.

2 National administrators shall be able to access the accounts they administer in the
Union Registry through the secure area of the Union Registry. The central administrator shall
ensure that this secure area of the Union Registry website is accessible through the internet.

3 Communications between authorised representatives or national administrators and
the secure area of the Union Registry shall be encrypted having regard to the security
requirements set out in the data exchange and technical specifications provided for in Article 75.

4 The central administrator shall take all necessary steps to ensure that unauthorised
access to the secure area of the Union Registry website does not occur.

5 If the security of the credentials of an authorised representative has been compromised,
this authorised representative shall immediately suspend its access to the relevant account,
inform the administrator of the account thereof and request new credentials. If the account
cannot be accessed in order to suspend the access, the authorised representative shall
immediately request the national administrator to suspend its access.
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Article 64

Authentication and authorisation in the Union Registry

1 The central administrator shall ensure that national administrators and each authorised
representative are assigned credentials to authenticate them for the purposes of accessing the
Union Registry.

2 An authorised representative shall only have access to accounts in the Union Registry
for which he is authorised and shall only be able to request the initiation of processes for which
he is authorised pursuant to Article 21. That access or request shall take place through a secure
area of the website of the Union Registry.

3 In addition to the credentials referred to in paragraph 1, an authorised representative
shall use secondary authentication to access the Union Registry, having regard to the types of
secondary authentication mechanisms set out in the data exchange and technical specifications
provided for in Article 75.

4 The administrator of an account may assume that a user who was successfully
authenticated by the Union Registry is the authorised representative registered under
the provided authentication credentials, unless the authorised representative informs the
administrator of the account that the security of his credentials has been compromised and
requests a replacement of his credentials.

5 The authorised representative shall take all necessary measures to prevent the loss,
theft or compromise of its credentials. The authorised representative shall immediately report
to the national administrator the loss, theft or compromise of its credentials.

Article 65

Suspension of all access due to a security breach or a security risk

1 The central administrator may temporarily suspend access to the Union Registry or the
EUTL or any part thereof where it has a reasonable suspicion that there is a breach of security
or a serious risk affecting the security of the Union Registry or of the EUTL within the meaning
of Commission Decision (EU, Euratom) 2017/46(1), including the back-up facilities referred to
in Article 60. In case the reasons for suspension persist for more than five working days, the
Commission may instruct the central administrator to keep the suspension in place.

The central administrator shall promptly inform all national administrators about the
suspension, its reasons and the likely duration.

2 A national administrator who becomes aware of a breach of security or a security risk
shall promptly inform the central administrator. The central administrator may take the measures
referred to in paragraph 1.

3 A national administrator who becomes aware of a situation, as described in paragraph
1, which requires the suspension of all access to the accounts that it administers in accordance
with this Regulation, shall suspend all access to all accounts it administers and shall
promptly inform the central administrator. The central administrator shall inform all national
administrators as soon as possible.
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4 Account holders shall be informed about measures taken pursuant to paragraphs 1,
2 and 3 with such prior notice of the suspension as practicable. The notice shall include the
likely duration of the suspension and shall be clearly displayed on the public area of the Union
Registry web site.

Article 66

Suspension of access to allowances in the case of a suspected fraudulent transaction

1 A national administrator or a national administrator acting on instruction of the
competent authority or a relevant authority under national law may suspend access to allowances
in the part of the Union Registry it administers in any of the following cases:

a for a maximum period of four weeks if it suspects that the allowances have been
the subject of a transaction constituting fraud, money laundering, terrorist financing,
corruption or other serious crime;

b if suspension is on the basis of and in accordance with national law provisions that
pursue a legitimate objective.

For the purposes of point (a) of the first subparagraph, provisions of Article 67 shall
be applied accordingly. Upon instruction from the financial intelligence unit the period
may be extended.

2 The Commission may instruct the central administrator to suspend access to
allowances in the Union Registry or the EUTL for a maximum period of four weeks if it suspects
that the allowances have been the subject of a transaction constituting fraud, money laundering,
terrorist financing, corruption or other serious crime.

3 The national administrator or the Commission shall immediately inform the competent
law enforcement authority of the suspension.

4 A national law enforcement authority of the Member State of the national
administrator may also request the administrator to implement a suspension on the basis of and
in accordance with national law.

Article 67

Cooperation with relevant competent authorities and notification
of money laundering, terrorist financing or criminal activity

1 The central adminsitrator and the national administrators shall cooperate with public
bodies charged with the supervision of compliance under Directive 2003/87/EC and public
bodies competent for the oversight of primary and secondary markets in allowances in order to
ensure that they can acquire a consolidated overview of allowances markets.

2 The national administrator, its directors and its employees shall cooperate fully with
the relevant competent authorities to establish adequate and appropriate procedures to forestall
and prevent operations related to money laundering or terrorist financing.

3 The national administrator, its directors and its employees, shall cooperate fully with
the financial intelligence unit (FIU) referred to in Article 32 of Directive (EU) 2015/849 by
promptly:
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a informing the FIU, on their own initiative, where they know, suspect or have reasonable
grounds to suspect that money laundering, terrorist financing or criminal activity is
being or has been committed or attempted;

b providing the FIU, at its request, with all necessary information, in accordance with the
procedures established by the applicable legislation.

4 The information referred to in paragraph 2 shall be forwarded to the FIU of the
Member State of the national administrator. The national measures transposing the compliance
management and communication policies and procedures, referred to in Article 45(1) of
Directive (EU) 2015/849, shall designate the person or persons responsible for forwarding
information pursuant to this Article.

5 The Member State of the national administrator shall ensure that the national measures
transposing Articles 37, 38, 39, 42 and 46 of Directive (EU) 2015/849 apply to the national
administrator.

6 Account holders shall immediately report any fraud or suspected fraud to the
competent national law enforcement authority. That report shall be forwarded to the national
administrators.

Article 68

Suspension of processes

1 The Commission may instruct the central administrator to temporarily suspend the
acceptance by the EUTL of some or all processes originating from the Union Registry if it
is not operated and maintained in accordance with the provisions of this Regulation. It shall
immediately notify national administrators concerned.

2 The central administrator may temporarily suspend the initiation or acceptance of
some or all processes in the Union Registry for the purposes of carrying out scheduled or
emergency maintenance on the Union Registry.

3 A national administrator may request the Commission to reinstate processes
suspended in accordance with paragraph 1 if it considers that the outstanding issues that
caused the suspension have been resolved. If this is the case, the Commission shall instruct the
central administrator to reinstate those processes. It shall otherwise reject the request within a
reasonable period and inform the national administrator without delay, stating its reasons and
setting out criteria to be fulfilled for a subsequent request to be accepted.

4 The Commission may, including at the request of a Member State which has notified
the European Council of its intention to withdraw from the Union pursuant to Article 50 of
the Treaty on European Union, instruct the central administrator to temporarily suspend the
acceptance by the EUTL of relevant processes for that Member State relating to free allocation
and auctioning.

Article 69

Suspension of linking agreements

In case of suspension or termination of an agreement under Article 25 of Directive
2003/87/EC, the central administrator shall take the appropriate measures in accordance
with the agreement.
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(1) Commission Decision (EU, Euratom) 2017/46 of 10 January 2017 on the security of communication
and information systems in the European Commission (OJ L 6, 11.1.2017, p. 40).

https://webarchive.nationalarchives.gov.uk/eu-exit/https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2017.006.01.0040.01.ENG
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