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DRAFT STATUTORY INSTRUMENTS

2021 No.

The Space Industry Regulations 2021

PART 11
Security

CHAPTER 3

Cyber security

Duty to report a notifiable incident to the regulator

186.—(1)  A licensee must inform the regulator of any notifiable incident promptly and in any
event within 72 hours after it becomes aware that a notifiable incident has occurred.

(2)  In this regulation—
“notifiable incident” means any event—
(a) of a type that has been determined by the regulator and the licensee as having an

adverse effect on the security of the network and information systems used in relation
to spaceflight operations, and

(b) that may have a significant impact on future essential services provided by the licensee;
“security” in connection with the network and information systems means the ability of
the network and information systems to resist any action that compromises the availability,
authenticity, integrity or confidentiality of stored, transmitted or processed data or the related
services offered by, or accessible via, the systems.


