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Data Protection Act 1998

1998 CHAPTER 29

PART I

PRELIMINARY

1 Basic interpretative provisions.

(1) In this Act, unless the context otherwise requires—

“data” means information which—

(a) is being processed by means of equipment operating automatically in
response to instructions given for that purpose,

(b) is recorded with the intention that it should be processed by means of
such equipment,

(c) is recorded as part of a relevant filing system or with the intention that
it should form part of a relevant filing system, or

(d) does not fall within paragraph (a), (b) or (c) but forms part of an
accessible record as defined by section 68;

“data controller” means, subject to subsection (4), a person who (either
alone or jointly or in common with other persons) determines the purposes for
which and the manner in which any personal data are, or are to be, processed;

“data processor”, in relation to personal data, means any person (other than
an employee of the data controller) who processes the data on behalf of the
data controller;

“data subject” means an individual who is the subject of personal data;

“personal data” means data which relate to a living individual who can be
identified—

(a) from those data, or
(b) from those data and other information which is in the possession of, or
is likely to come into the possession of, the data controller,

and includes any expression of opinion about the individual and any
indication of the intentions of the data controller or any other person in respect
of the individual,
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“processing”, in relation to information or data, means obtaining, recording
or holding the information or data or carrying out any operation or set of
operations on the information or data, including—

(a) organisation, adaptation or alteration of the information or data,
(b) retrieval, consultation or use of the information or data,

(c) disclosure of the information or data by transmission, dissemination or
otherwise making available, or

(d) alignment, combination, blocking, erasure or destruction of the
information or data;

“relevant filing system” means any set of information relating to
individuals to the extent that, although the information is not processed by
means of equipment operating automatically in response to instructions given
for that purpose, the set is structured, either by reference to individuals or
by reference to criteria relating to individuals, in such a way that specific
information relating to a particular individual is readily accessible.

(2) In this Act, unless the context otherwise requires—

(a) “obtaining” or “recording”, in relation to personal data, includes obtaining or
recording the information to be contained in the data, and

(b) “using” or “disclosing”, in relation to personal data, includes using or
disclosing the information contained in the data.

(3) In determining for the purposes of this Act whether any information is recorded with
the intention—

(a) that it should be processed by means of equipment operating automatically in
response to instructions given for that purpose, or

(b) that it should form part of a relevant filing system,
it is immaterial that it is intended to be so processed or to form part of such a system

only after being transferred to a country or territory outside the European Economic
Area.

(4) Where personal data are processed only for purposes for which they are required by
or under any enactment to be processed, the person on whom the obligation to process
the data is imposed by or under that enactment is for the purposes of this Act the data
controller.

2 Sensitive personal data.

In this Act “sensitive personal data” means personal data consisting of information
as to—

(a) the racial or ethnic origin of the data subject,
(b) his political opinions,
(c) his religious beliefs or other beliefs of a similar nature,

(d) whether he is a member of a trade union (within the meaning of the "' Trade
Union and Labour Relations (Consolidation) Act 1992),

(e) his physical or mental health or condition,
() his sexual life,
(g) the commission or alleged commission by him of any offence, or
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(h) any proceedings for any offence committed or alleged to have been committed
by him, the disposal of such proceedings or the sentence of any court in such
proceedings.

Marginal Citations
M1 1992c. 52.

3 The special purposes.

In this Act “the special purposes” means any one or more of the following—
(a) the purposes of journalism,
(b) artistic purposes, and
(c) literary purposes.

4 The data protection principles.

(1) References in this Act to the data protection principles are to the principles set out in
Part I of Schedule 1.

(2) Those principles are to be interpreted in accordance with Part II of Schedule 1.

(3) Schedule 2 (which applies to all personal data) and Schedule 3 (which applies only
to sensitive personal data) set out conditions applying for the purposes of the first
principle; and Schedule 4 sets out cases in which the eighth principle does not apply.

(4) Subject to section 27(1), it shall be the duty of a data controller to comply with the
data protection principles in relation to all personal data with respect to which he is
the data controller.

5 Application of Act.

(1) Except as otherwise provided by or under section 54, this Act applies to a data
controller in respect of any data only if—

(a) the data controller is established in the United Kingdom and the data are
processed in the context of that establishment, or

(b) the data controller is established neither in the United Kingdom nor in any
other EEA State but uses equipment in the United Kingdom for processing the
data otherwise than for the purposes of transit through the United Kingdom.

(2) A data controller falling within subsection (1)(b) must nominate for the purposes of
this Act a representative established in the United Kingdom.

(3) For the purposes of subsections (1) and (2), each of the following is to be treated as
established in the United Kingdom—

(a) an individual who is ordinarily resident in the United Kingdom,

(b) abody incorporated under the law of, or of any part of, the United Kingdom,

(c) apartnership or other unincorporated association formed under the law of any
part of the United Kingdom, and

(d) any person who does not fall within paragraph (a), (b) or (c) but maintains in
the United Kingdom—
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(i) an office, branch or agency through which he carries on any activity,
or

(i1) a regular practice;
and the reference to establishment in any other EEA State has a corresponding
meaning.

Modifications etc. (not altering text)
C1 S. 5 modified by S.I. 1993/1813, art. 4(2) (as substituted (coming into force in accordance with art.
1(2) of the amending S.1.) by S.I. 2001/1544, art. 3(5)(6))

The Commissioner and the Tribunal.

(1) The office originally established by section 3(1)(a) of the ¥ Data Protection Act 1984
as the office of Data Protection Registrar shall continue to exist for the purposes of
this Act but shall be known as the office of Data Protection Commissioner; and in this
Act the Data Protection Commissioner is referred to as “the Commissioner”.

(2) The Commissioner shall be appointed by Her Majesty by Letters Patent.

(3) For the purposes of this Act there shall continue to be a Data Protection Tribunal (in
this Act referred to as “the Tribunal”).

(4) The Tribunal shall consist of—

(a) achairman appointed by the Lord Chancellor after consultation with the Lord
Advocate,

(b) such number of deputy chairmen so appointed as the Lord Chancellor may
determine, and

(c) such number of other members appointed by the Secretary of State as he may
determine.

(5) The members of the Tribunal appointed under subsection (4)(a) and (b) shall be—

(a) persons who have a 7 year general qualification, within the meaning of
section 71 of the "Courts and Legal Services Act 1990,

(b) advocates or solicitors in Scotland of at least 7 years’ standing, or

(c) members of the bar of Northern Ireland or solicitors of the Supreme Court of
Northern Ireland of at least 7 years’ standing.

(6) The members of the Tribunal appointed under subsection (4)(c) shall be—
(a) persons to represent the interests of data subjects, and
(b) persons to represent the interests of data controllers.

(7) Schedule 5 has effect in relation to the Commissioner and the Tribunal.

Modifications etc. (not altering text)
C2  S.6(4)(a)(b): transfer of certain functions (1.7.1999) by 1999/1750, arts. 1,2, (with art. 7) Sch. 1 ; S.I.
1998/3178, art. 3
S. 6(4)(a)(b) modified (30.6.1999) by S.I. 1999/1748, art. 3, Sch. 1 para. 20
C3 5. 6(4)(a): functions of the Lord Advocate transferred to the Secretary of State,and all property, rights
and liabilities to which the Lord Advocate is entitled or subject in connection with any such function
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transferred to the Secretary of State for Scotland (19.5.1999) by S.I. 1999/678, arts. 2, 3, Sch (with art.
7)

Marginal Citations
M2 1984 c. 35.
M3 1990 c. 41.

PART I1

RIGHTS OF DATA SUBJECTS AND OTHERS

VALID FROM 19/08/2003

7 Right of access to personal data.

(1) Subject to the following provisions of this section and to [F'sections 8, 9 and 9A],
an individual is entitled—

(a) to be informed by any data controller whether personal data of which that
individual is the data subject are being processed by or on behalf of that data
controller,

(b) if'that is the case, to be given by the data controller a description of—
(i) the personal data of which that individual is the data subject,
(i) the purposes for which they are being or are to be processed, and

(iii) the recipients or classes of recipients to whom they are or may be
disclosed,
(¢) to have communicated to him in an intelligible form—
(i) the information constituting any personal data of which that
individual is the data subject, and
(i1) any information available to the data controller as to the source of
those data, and
(d) where the processing by automatic means of personal data of which that
individual is the data subject for the purpose of evaluating matters relating
to him such as, for example, his performance at work, his creditworthiness,
his reliability or his conduct, has constituted or is likely to constitute the sole
basis for any decision significantly affecting him, to be informed by the data
controller of the logic involved in that decision-taking.

(2) A data controller is not obliged to supply any information under subsection (1) unless
he has received—

(a) arequest in writing, and
(b) exceptinprescribed cases, such fee (not exceeding the prescribed maximum)
as he may require.

[%(3) Where a data controller—

(a) reasonably requires further information in order to satisfy himself as to the
identity of the person making a request under this section and to locate the
information which that person seeks, and

(b) has informed him of that requirement,
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the data controller is not obliged to comply with the request unless he is supplied
with that further information. ]

(4) Where a data controller cannot comply with the request without disclosing
information relating to another individual who can be identified from that
information, he is not obliged to comply with the request unless—

(a) the other individual has consented to the disclosure of the information to the
person making the request, or

(b) itis reasonable in all the circumstances to comply with the request without
the consent of the other individual.

(5) In subsection (4) the reference to information relating to another individual includes
areference to information identifying that individual as the source of the information
sought by the request; and that subsection is not to be construed as excusing a data
controller from communicating so much of the information sought by the request
as can be communicated without disclosing the identity of the other individual
concerned, whether by the omission of names or other identifying particulars or
otherwise.

(6) In determining for the purposes of subsection (4)(b) whether it is reasonable in all the
circumstances to comply with the request without the consent of the other individual
concerned, regard shall be had, in particular, to—

(a) any duty of confidentiality owed to the other individual,

(b) any steps taken by the data controller with a view to seeking the consent of
the other individual,

(¢) whether the other individual is capable of giving consent, and

(d) any express refusal of consent by the other individual.

(7) An individual making a request under this section may, in such cases as may be
prescribed, specify that his request is limited to personal data of any prescribed
description.

(8) Subject to subsection (4), a data controller shall comply with a request under this
section promptly and in any event before the end of the prescribed period beginning
with the relevant day.

(9) If a court is satisfied on the application of any person who has made a request under
the foregoing provisions of this section that the data controller in question has failed
to comply with the request in contravention of those provisions, the court may order
him to comply with the request.

(10) In this section—

“prescribed” means prescribed by the [ Secretary of State] by
regulations;

“the prescribed maximum” means such amount as may be prescribed;

“the prescribed period” means forty days or such other period as may be
prescribed;

“the relevant day”, in relation to a request under this section, means the
day on which the data controller receives the request or, if later, the first day
on which the data controller has both the required fee and the information
referred to in subsection (3).
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(11) Different amounts or periods may be prescribed under this section in relation to

different cases.

Textual Amendments

F1

F2

F3

Words in s. 7(1) substituted (30.11.2000 for certain purposes and otherwise 1.1.2005) by 2000 c. 36,
ss. 69(1), 87(1)(3) (with ss. 7(1)(7), 56, 78); S.1. 2004/1909, art. 2; S.I. 2004/3122, art. 2

S. 7(3) substituted (14.5.2001) by 2000 c. 36, s. 73, Sch. 6 para. 1 (with ss. 56, 78); S.I. 2001/1637,
art. 2(d)

Words in s. 7 substituted (19.8.2003) by The Secretary of State for Constitutional Affairs Order 2003
(S.1. 2003/1887), art. 9, Sch. 2 para. 9(1)(a)

Modifications etc. (not altering text)

C4

Cs

Coé

(6]

C8
c9
C10
c1

S. 7 excluded (1.3.2000) by S.I. 2000/414, art. 5(1)

. 7 modified (1.3.2000) by S.I. 2000/414, art. 6

.7 modified (1.3.2000) by S.I. 2000/191, reg. 4(1)

. 7 excluded (1.3.2000) by S.I. 2000/413, art. 5(1)

. 7 modified (1.3.2000) by S.I. 2000/413, arts. 6(1), 7(3)

. 7 modified (1.3.2000) by S.I. 2000/415, art. 6

. 7 excluded (1.3.2000) by The Data Protection (Miscellaneous Subject Access Exemptions) Order
2000 (S.I. 2000/419), art. 2 Sch. (as amended (1.10.2009) by S.I. 2009/1892, art. 3, Sch. 3 para. 1)
S. 7 modified (1.3.2000) by virtue of The Data Protection (Subject Access Modification) (Education)
Order 2000 (S.I. 2000/414), art. 7(1)(a)(2)

S. 7(12) modified (1.3.2000) by virtue of The Data Protection (Subject Access Modification) (Social
Work) Order 2000 (S.1. 2000/415), art. 7(2 (as amended (7.3.2005) by The Data Protection (Subject
Access Modification) (Social Work) (Amendment) Order 2005 (S.I. 2005/467), art. 4; (1.4.2011) by
The Data Protection (Subject Access Modification) (Social Work) (Amendment) Order 2011 (S.1.
2011/1034), art. 4 and (E.W.) (6.4.2011) by The Family Procedure (Modification of Enactments)
Order 2011(S.1. 2011/1045), {art. 23})

. 7(1) extended (1.3.2000) by S.I. 2000/191, reg. 2(2)

. 7(1)(a)(b)(c) extended (1.3.2000) by S.I. 2000/191, reg. 2(1)

. 7(1)(b)~(d) excluded (1.3.2000) by S.I. 2000/415, art. 5(1)

. 7(4)(9) modified (1.3.2000) by S.I. 2000/413, art. 8(a)(b)

. 7(4)(9) modified (1.3.2000) by S.I. 2000/414, art. 7(1)(a)(b)

. 7(4)(9) modified (1.3.2000) by S.I. 2000/415, art. 7(1)(a)(b)
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Commencement Information

I

S. 7 wholly in force at 1.3.2000; s. 7 in force for certain purposes at Royal Assent see s. 75(2)(i); s. 7
in force at 1.3.2000 insofar as not already in force by S.I. 2000/183, art. 2(1)

Provisions supplementary to section 7.

(1) The Secretary of State may by regulations provide that, in such cases as may be

prescribed, a request for information under any provision of subsection (1) of section 7
is to be treated as extending also to information under other provisions of that
subsection.

(2) The obligation imposed by section 7(1)(c)(i) must be complied with by supplying the

data subject with a copy of the information in permanent form unless—

(a) the supply of such a copy is not possible or would involve disproportionate
effort, or
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(b) the data subject agrees otherwise;

and where any of the information referred to in section 7(1)(c)(i) is expressed in terms
which are not intelligible without explanation the copy must be accompanied by an
explanation of those terms.

(3) Where a data controller has previously complied with a request made under section 7
by an individual, the data controller is not obliged to comply with a subsequent
identical or similar request under that section by that individual unless a reasonable
interval has elapsed between compliance with the previous request and the making of
the current request.

(4) In determining for the purposes of subsection (3) whether requests under section 7 are
made at reasonable intervals, regard shall be had to the nature of the data, the purpose
for which the data are processed and the frequency with which the data are altered.

(5) Section 7(1)(d) is not to be regarded as requiring the provision of information as to
the logic involved in any decision-taking if, and to the extent that, the information
constitutes a trade secret.

(6) The information to be supplied pursuant to a request under section 7 must be supplied
by reference to the data in question at the time when the request is received, except
that it may take account of any amendment or deletion made between that time and
the time when the information is supplied, being an amendment or deletion that would
have been made regardless of the receipt of the request.

(7) For the purposes of section 7(4) and (5) another individual can be identified from the
information being disclosed if he can be identified from that information, or from that
and any other information which, in the reasonable belief of the data controller, is
likely to be in, or to come into, the possession of the data subject making the request.

Commencement Information
2 S. 8 wholly in force at 1.3.2000; s. 8 in force for certain purposes at Royal Assent see s. 75(2)(i); s. 8
in force at 1.3.2000 insofar as not already in force by S.I. 2000/183, art. 2(1)

Application of section 7 where data controller is credit reference agency.

(1) Where the data controller is a credit reference agency, section 7 has effect subject to
the provisions of this section.

(2) An individual making a request under section 7 may limit his request to personal data
relevant to his financial standing, and shall be taken to have so limited his request
unless the request shows a contrary intention.

(3) Where the data controller receives a request under section 7 in a case where personal
data of which the individual making the request is the data subject are being processed
by or on behalf of the data controller, the obligation to supply information under that
section includes an obligation to give the individual making the request a statement,
in such form as may be prescribed by the Secretary of State by regulations, of the
individual’s rights—

(a) under section 159 of the ™Consumer Credit Act 1974 , and
(b) to the extent required by the prescribed form, under this Act.
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Marginal Citations
M4 1974 c. 39.

VALID FROM 30/11/2000

[“9A  Unstructured personal data held by public authorities.

(1) In this section “unstructured personal data” means any personal data falling within
paragraph (e) of the definition of “data” in section 1(1), other than information which
is recorded as part of, or with the intention that it should form part of, any set of
information relating to individuals to the extent that the set is structured by reference
to individuals or by reference to criteria relating to individuals.

(2) A public authority is not obliged to comply with subsection (1) of section 7 in relation
to any unstructured personal data unless the request under that section contains a
description of the data.

(3) Even if the data are described by the data subject in his request, a public authority
is not obliged to comply with subsection (1) of section 7 in relation to unstructured
personal data if the authority estimates that the cost of complying with the request
so far as relating to those data would exceed the appropriate limit.

(4) Subsection (3) does not exempt the public authority from its obligation to comply
with paragraph (a) of section 7(1) in relation to the unstructured personal data unless
the estimated cost of complying with that paragraph alone in relation to those data
would exceed the appropriate limit.

(5) In subsections (3) and (4) “the appropriate limit” means such amount as may be
prescribed by the Secretary of State by regulations, and different amounts may be
prescribed in relation to different cases.

(6) Any estimate for the purposes of this section must be made in accordance with
regulations under section 12(5) of the Freedom of Information Act 2000.]

Textual Amendments
F4  S.9A inserted (30.11.2000 for certain purposes and otherwise prosp.) by 2000 c. 36, ss. 69(2), 87(1)(3)
(with ss. 56, 78)

10 Right to prevent processing likely to cause damage or distress.

(1) Subject to subsection (2), an individual is entitled at any time by notice in writing to a
data controller to require the data controller at the end of such period as is reasonable
in the circumstances to cease, or not to begin, processing, or processing for a specified
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purpose or in a specified manner, any personal data in respect of which he is the data
subject, on the ground that, for specified reasons—

(a) the processing of those data or their processing for that purpose or in that
manner is causing or is likely to cause substantial damage or substantial
distress to him or to another, and

(b) that damage or distress is or would be unwarranted.

(2) Subsection (1) does not apply—

(a) in a case where any of the conditions in paragraphs 1 to 4 of Schedule 2 is
met, or

(b) in such other cases as may be prescribed by the Secretary of State by order.

(3) The data controller must within twenty-one days of receiving a notice under
subsection (1) (“the data subject notice”) give the individual who gave it a written
notice—

(a) stating that he has complied or intends to comply with the data subject notice,
or

(b) stating his reasons for regarding the data subject notice as to any extent
unjustified and the extent (if any) to which he has complied or intends to
comply with it.

(4) If a court is satisfied, on the application of any person who has given a notice under
subsection (1) which appears to the court to be justified (or to be justified to any
extent), that the data controller in question has failed to comply with the notice, the
court may order him to take such steps for complying with the notice (or for complying
with it to that extent) as the court thinks fit.

(5) The failure by a data subject to exercise the right conferred by subsection (1) or
section 11(1) does not affect any other right conferred on him by this Part.

Commencement Information
14 S. 10 wholly in force at 1.3.2000; s. 10 in force for certain purposes at Royal Assent see s. 75(2)(i); s.
10 in force at 1.3.2000 insofar as not already in force by S.I. 2000/183, art. 2(1)

11 Right to prevent processing for purposes of direct marketing.

(1) An individual is entitled at any time by notice in writing to a data controller to require
the data controller at the end of such period as is reasonable in the circumstances to
cease, or not to begin, processing for the purposes of direct marketing personal data
in respect of which he is the data subject.

(2) If the court is satisfied, on the application of any person who has given a notice under
subsection (1), that the data controller has failed to comply with the notice, the court
may order him to take such steps for complying with the notice as the court thinks fit.

[**(2A) This section shall not apply in relation to the processing of such data as are mentioned
in paragraph (1) of regulation 8 of the Telecommunications (Data Protection and
Privacy) Regulations 1999 (processing of telecommunications billing data for certain
marketing purposes) for the purposes mentioned in paragraph (2) of that regulation.]

(3) In this section “direct marketing” means the communication (by whatever means) of
any advertising or marketing material which is directed to particular individuals.
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Textual Amendments
F5 S.11(2A) inserted (1.3.2000) by S.I. 1999/2093, reg. 3(3), Sch. 1 Pt. II para. 3

12 Rights in relation to automated decision-taking.

(1) An individual is entitled at any time, by notice in writing to any data controller, to
require the data controller to ensure that no decision taken by or on behalf of the data
controller which significantly affects that individual is based solely on the processing
by automatic means of personal data in respect of which that individual is the data
subject for the purpose of evaluating matters relating to him such as, for example, his
performance at work, his creditworthiness, his reliability or his conduct.

(2) Where, in a case where no notice under subsection (1) has effect, a decision which
significantly affects an individual is based solely on such processing as is mentioned
in subsection (1)—

(a) the data controller must as soon as reasonably practicable notify the individual
that the decision was taken on that basis, and

(b) theindividual is entitled, within twenty-one days of receiving that notification
from the data controller, by notice in writing to require the data controller to
reconsider the decision or to take a new decision otherwise than on that basis.

(3) The data controller must, within twenty-one days of receiving a notice under
subsection (2)(b) (“the data subject notice”) give the individual a written notice
specifying the steps that he intends to take to comply with the data subject notice.

(4) A notice under subsection (1) does not have effect in relation to an exempt decision;
and nothing in subsection (2) applies to an exempt decision.

(5) In subsection (4) “exempt decision” means any decision—

(a) in respect of which the condition in subsection (6) and the condition in
subsection (7) are met, or

(b) which is made in such other circumstances as may be prescribed by the
Secretary of State by order.

(6) The condition in this subsection is that the decision—
(a) is taken in the course of steps taken—

(1) for the purpose of considering whether to enter into a contract with
the data subject,

(i1) with a view to entering into such a contract, or
(iii) in the course of performing such a contract, or
(b) is authorised or required by or under any enactment.

(7) The condition in this subsection is that either—
(a) the effect of the decision is to grant a request of the data subject, or

(b) steps have been taken to safeguard the legitimate interests of the data subject
(for example, by allowing him to make representations).

(8) If'a court is satisfied on the application of a data subject that a person taking a decision
in respect of him (“the responsible person”) has failed to comply with subsection (1)
or (2)(b), the court may order the responsible person to reconsider the decision, or to
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take a new decision which is not based solely on such processing as is mentioned in
subsection (1).

(9) An order under subsection (8) shall not affect the rights of any person other than the
data subject and the responsible person.

Commencement Information
I5 S. 12 wholly in force at 1.3.2000; s. 12 in force for certain purposes at Royal Assent see s. 75(2)(i); s.
12 in force at 1.3.2000 insofar as not already in force by S.I. 2000/183, art. 2(1)

["*12A Rights of data subjects in relation to exempt manual data.

(1) A data subject is entitled at any time by notice in writing—

(a) torequire the data controller to rectify, block, erase or destroy exempt manual
data which are inaccurate or incomplete, or

(b) to require the data controller to cease holding exempt manual data in a way
incompatible with the legitimate purposes pursued by the data controller.

(2) A notice under subsection (1)(a) or (b) must state the data subject’s reasons for
believing that the data are inaccurate or incomplete or, as the case may be, his reasons
for believing that they are held in a way incompatible with the legitimate purposes
pursued by the data controller.

(3) If the court is satisfied, on the application of any person who has given a notice under
subsection (1) which appears to the court to be justified (or to be justified to any extent)
that the data controller in question has failed to comply with the notice, the court may
order him to take such steps for complying with the notice (or for complying with it
to that extent) as the court thinks fit.

(4) In this section “exempt manual data” means—

(a) in relation to the first transitional period, as defined by paragraph 1(2) of
Schedule 8, data to which paragraph 3 or 4 of that Schedule applies, and

(b) in relation to the second transitional period, as so defined, data to which
paragraph 14 of that Schedule applies.

(5) For the purposes of this section personal data are incomplete if, and only if, the
data, although not inaccurate, are such that their incompleteness would constitute
a contravention of the third or fourth data protection principles, if those principles
applied to the data.]

Textual Amendments
F6 S.12A inserted (temp. from 1.3.2000 to 23.10.2007) by 1998 c. 29, s. 72, Sch. 13 para. 1; S.1.
2000/183, art. 2(1)

13 Compensation for failure to comply with certain requirements.

(1) An individual who suffers damage by reason of any contravention by a data controller
of any of the requirements of this Act is entitled to compensation from the data
controller for that damage.
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(2) An individual who suffers distress by reason of any contravention by a data controller
of any of the requirements of this Act is entitled to compensation from the data
controller for that distress if—

(a) the individual also suffers damage by reason of the contravention, or

(b) the contravention relates to the processing of personal data for the special
purposes.

(3) In proceedings brought against a person by virtue of this section it is a defence to
prove that he had taken such care as in all the circumstances was reasonably required
to comply with the requirement concerned.

14 Rectification, blocking, erasure and destruction.

(1) If a court is satisfied on the application of a data subject that personal data of which the
applicant is the subject are inaccurate, the court may order the data controller to rectify,
block, erase or destroy those data and any other personal data in respect of which he
is the data controller and which contain an expression of opinion which appears to the
court to be based on the inaccurate data.

(2) Subsection (1) applies whether or not the data accurately record information received
or obtained by the data controller from the data subject or a third party but where the
data accurately record such information, then—

(a) if the requirements mentioned in paragraph 7 of Part II of Schedule 1
have been complied with, the court may, instead of making an order under
subsection (1), make an order requiring the data to be supplemented by such
statement of the true facts relating to the matters dealt with by the data as the
court may approve, and

(b) if all or any of those requirements have not been complied with, the court
may, instead of making an order under that subsection, make such order as it
thinks fit for securing compliance with those requirements with or without a
further order requiring the data to be supplemented by such a statement as is
mentioned in paragraph (a).

(3) Where the court—
(a) makes an order under subsection (1), or
(b) s satisfied on the application of a data subject that personal data of which
he was the data subject and which have been rectified, blocked, erased or
destroyed were inaccurate,
it may, where it considers it reasonably practicable, order the data controller to notify
third parties to whom the data have been disclosed of the rectification, blocking,
erasure or destruction.

(4) If a court is satisfied on the application of a data subject—

(a) that he has suffered damage by reason of any contravention by a data
controller of any of the requirements of this Act in respect of any personal
data, in circumstances entitling him to compensation under section 13, and

(b) that there is a substantial risk of further contravention in respect of those data
in such circumstances,

the court may order the rectification, blocking, erasure or destruction of any of those
data.
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(5) Where the court makes an order under subsection (4) it may, where it considers it
reasonably practicable, order the data controller to notify third parties to whom the
data have been disclosed of the rectification, blocking, erasure or destruction.

(6) In determining whether it is reasonably practicable to require such notification as is
mentioned in subsection (3) or (5) the court shall have regard, in particular, to the
number of persons who would have to be notified.

15 Jurisdiction and procedure.

(1) The jurisdiction conferred by sections 7 to 14 is exercisable by the High Court or a
county court or, in Scotland, by the Court of Session or the sheriff.

(2) For the purpose of determining any question whether an applicant under subsection (9)
of section 7 is entitled to the information which he seeks (including any question
whether any relevant data are exempt from that section by virtue of Part IV) a court
may require the information constituting any data processed by or on behalf of the
data controller and any information as to the logic involved in any decision-taking
as mentioned in section 7(1)(d) to be made available for its own inspection but shall
not, pending the determination of that question in the applicant’s favour, require the
information sought by the applicant to be disclosed to him or his representatives
whether by discovery (or, in Scotland, recovery) or otherwise.

PART III

NOTIFICATION BY DATA CONTROLLERS

16 Preliminary.

(1) In this Part “the registrable particulars”, in relation to a data controller, means—

(a)
(b)

(©)

(d)
(e)
®

(2

his name and address,

if he has nominated a representative for the purposes of this Act, the name
and address of the representative,

a description of the personal data being or to be processed by or on behalf of
the data controller and of the category or categories of data subject to which
they relate,

a description of the purpose or purposes for which the data are being or are
to be processed,

a description of any recipient or recipients to whom the data controller intends
or may wish to disclose the data,

the names, or a description of, any countries or territories outside the European
Economic Area to which the data controller directly or indirectly transfers, or
intends or may wish directly or indirectly to transfer, the data, and

in any case where—

(i) personal data are being, or are intended to be, processed in
circumstances in which the prohibition in subsection (1) of section 17
is excluded by subsection (2) or (3) of that section, and

(ii) the notification does not extend to those data,

a statement of that fact.
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(2) In this Part—
“fees regulations” means regulations made by the Secretary of State under
section 18(5) or 19(4) or (7);
“notification regulations” means regulations made by the Secretary of State
under the other provisions of this Part;
“prescribed”, except where used in relation to fees regulations, means
prescribed by notification regulations.

(3) For the purposes of this Part, so far as it relates to the addresses of data controllers—
(a) the address of a registered company is that of its registered office, and

(b) the address of a person (other than a registered company) carrying on a
business is that of his principal place of business in the United Kingdom.

Commencement Information
16 S. 16 wholly in force at 1.3.2000; s. 16 in force for certain purposes at Royal Assent see s. 75(2)(i); s.
16 in force at 1.3.2000 insofar as not already in force by S.I. 2000/183, art. 2(1)

17 Prohibition on processing without registration.

(1) Subject to the following provisions of this section, personal data must not be processed
unless an entry in respect of the data controller is included in the register maintained
by the Commissioner under section 19 (or is treated by notification regulations made
by virtue of section 19(3) as being so included).

(2) Except where the processing is assessable processing for the purposes of section 22,
subsection (1) does not apply in relation to personal data consisting of information
which falls neither within paragraph (a) of the definition of “data” in section 1(1) nor
within paragraph (b) of that definition.

(3) If it appears to the Secretary of State that processing of a particular description is
unlikely to prejudice the rights and freedoms of data subjects, notification regulations
may provide that, in such cases as may be prescribed, subsection (1) is not to apply
in relation to processing of that description.

(4) Subsection (1) does not apply in relation to any processing whose sole purpose is the
maintenance of a public register.

Modifications etc. (not altering text)
C12 S.17(1) excluded (1.3.2000) by S.I. 2000/188, reg. 3

18 Notification by data controllers.

(1) Any data controller who wishes to be included in the register maintained under
section 19 shall give a notification to the Commissioner under this section.

(2) A notification under this section must specify in accordance with notification
regulations—

(a) the registrable particulars, and


http://www.legislation.gov.uk/id/ukpga/1998/29/section/16
http://www.legislation.gov.uk/id/ukpga/1998/29/section/16
http://www.legislation.gov.uk/id/ukpga/1998/29/section/75/2/i
http://www.legislation.gov.uk/id/ukpga/1998/29/section/16
http://www.legislation.gov.uk/id/ukpga/1998/29/section/16
http://www.legislation.gov.uk/id/uksi/2000/183
http://www.legislation.gov.uk/id/uksi/2000/183/article/2/1
http://www.legislation.gov.uk/id/ukpga/1998/29/section/17/1
http://www.legislation.gov.uk/id/uksi/2000/188
http://www.legislation.gov.uk/id/uksi/2000/188/regulation/3

16 Data Protection Act 1998 (c. 29)
Part Il — Notification by data controllers
Document Generated: 2024-05-10
Status: Point in time view as at 01/03/2000. This version of this Act contains provisions that are not valid for this point in time.
Changes to legislation: Data Protection Act 1998 is up to date with all changes known to be in force on or
before 10 May 2024. There are changes that may be brought into force at a future date. Changes that have
been made appear in the content and are referenced with annotations. (See end of Document for details)

(b) a general description of measures to be taken for the purpose of complying
with the seventh data protection principle.

(3) Notification regulations made by virtue of subsection (2) may provide for the
determination by the Commissioner, in accordance with any requirements of the
regulations, of the form in which the registrable particulars and the description
mentioned in subsection (2)(b) are to be specified, including in particular the detail
required for the purposes of section 16(1)(c), (d), (e) and (f) and subsection (2)(b).

(4) Notification regulations may make provision as to the giving of notification—
(a) by partnerships, or
(b) in other cases where two or more persons are the data controllers in respect
of any personal data.

(5) The notification must be accompanied by such fee as may be prescribed by fees
regulations.

(6) Notification regulations may provide for any fee paid under subsection (5) or
section 19(4) to be refunded in prescribed circumstances.

Commencement Information
17 S. 18 wholly in force at 1.3.2000; s. 18 in force for certain purposes at Royal Assent see s. 75(2)(i); s.
18 in force at 1.3.2000 insofar as not already in force by S.I. 2000/183, art. 2(1)

19 Register of notifications.

(1) The Commissioner shall—
(a) maintain a register of persons who have given notification under section 18,
and
(b) make an entry in the register in pursuance of each notification received by him
under that section from a person in respect of whom no entry as data controller
was for the time being included in the register.

(2) Each entry in the register shall consist of—
(a) the registrable particulars notified under section 18 or, as the case requires,
those particulars as amended in pursuance of section 20(4), and

(b) such other information as the Commissioner may be authorised or required
by notification regulations to include in the register.

(3) Notification regulations may make provision as to the time as from which any entry
in respect of a data controller is to be treated for the purposes of section 17 as having
been made in the register.

(4) No entry shall be retained in the register for more than the relevant time except on
payment of such fee as may be prescribed by fees regulations.

(5) In subsection (4) “the relevant time” means twelve months or such other period as
may be prescribed by notification regulations; and different periods may be prescribed
in relation to different cases.

(6) The Commissioner—
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(a) shall provide facilities for making the information contained in the entries in
the register available for inspection (in visible and legible form) by members
of the public at all reasonable hours and free of charge, and

(b) may provide such other facilities for making the information contained in
those entries available to the public free of charge as he considers appropriate.

(7) The Commissioner shall, on payment of such fee, if any, as may be prescribed by fees
regulations, supply any member of the public with a duly certified copy in writing of
the particulars contained in any entry made in the register.

Modifications etc. (not altering text)
C13 S. 19(4) applied (with modifications) (1.3.2000) by S.I. 2000/188, reg. 15(2)(3) (as amended by S.I.
2001/3214, reg. 2(2))
C14 S. 19(5) applied (with modifications) (1.3.2000) by S.I. 2000/188, reg. 15(2)(3)
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20 Duty to notify changes.

(1) For the purpose specified in subsection (2), notification regulations shall include
provision imposing on every person in respect of whom an entry as a data controller
is for the time being included in the register maintained under section 19 a duty to
notify to the Commissioner, in such circumstances and at such time or times and in
such form as may be prescribed, such matters relating to the registrable particulars and
measures taken as mentioned in section 18(2)(b) as may be prescribed.

(2) The purpose referred to in subsection (1) is that of ensuring, so far as practicable, that
at any time—
(a) the entries in the register maintained under section 19 contain current names
and addresses and describe the current practice or intentions of the data
controller with respect to the processing of personal data, and

(b) the Commissioner is provided with a general description of measures
currently being taken as mentioned in section 18(2)(b).

(3) Subsection (3) of section 18 has effect in relation to notification regulations made by
virtue of subsection (1) as it has effect in relation to notification regulations made by
virtue of subsection (2) of that section.

(4) On receiving any notification under notification regulations made by virtue of
subsection (1), the Commissioner shall make such amendments of the relevant entry
in the register maintained under section 19 as are necessary to take account of the
notification.

21 Offences.

(1) If section 17(1) is contravened, the data controller is guilty of an offence.

(2) Any person who fails to comply with the duty imposed by notification regulations
made by virtue of section 20(1) is guilty of an offence.
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(3) It shall be a defence for a person charged with an offence under subsection (2) to show
that he exercised all due diligence to comply with the duty.

Preliminary assessment by Commissioner.

(1) In this section “assessable processing” means processing which is of a description
specified in an order made by the Secretary of State as appearing to him to be
particularly likely—

(a) to cause substantial damage or substantial distress to data subjects, or
(b) otherwise significantly to prejudice the rights and freedoms of data subjects.

(2) On receiving notification from any data controller under section 18 or under
notification regulations made by virtue of section 20 the Commissioner shall
consider—

(a) whether any of the processing to which the notification relates is assessable
processing, and

(b) ifso, whether the assessable processing is likely to comply with the provisions
of this Act.

(3) Subject to subsection (4), the Commissioner shall, within the period of twenty-eight
days beginning with the day on which he receives a notification which relates to
assessable processing, give a notice to the data controller stating the extent to which
the Commissioner is of the opinion that the processing is likely or unlikely to comply
with the provisions of this Act.

(4) Before the end of the period referred to in subsection (3) the Commissioner may, by
reason of special circumstances, extend that period on one occasion only by notice
to the data controller by such further period not exceeding fourteen days as the
Commissioner may specify in the notice.

(5) No assessable processing in respect of which a notification has been given to the
Commissioner as mentioned in subsection (2) shall be carried on unless either—

(a) the period of twenty-eight days beginning with the day on which the
notification is received by the Commissioner (or, in a case falling within
subsection (4), that period as extended under that subsection) has elapsed, or

(b) Dbefore the end of that period (or that period as so extended) the data controller
has received a notice from the Commissioner under subsection (3) in respect
of the processing.

(6) Where subsection (5) is contravened, the data controller is guilty of an offence.

(7) The Secretary of State may by order amend subsections (3), (4) and (5) by substituting
for the number of days for the time being specified there a different number specified
in the order.
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Power to make provision for appointment of data protection supervisors.

(1) The Secretary of State may by order—

(a) make provision under which a data controller may appoint a person to act
as a data protection supervisor responsible in particular for monitoring in an
independent manner the data controller’s compliance with the provisions of
this Act, and

(b) provide that, in relation to any data controller who has appointed a data
protection supervisor in accordance with the provisions of the order and who
complies with such conditions as may be specified in the order, the provisions
of'this Part are to have effect subject to such exemptions or other modifications
as may be specified in the order.

(2) An order under this section may—
(a) impose duties on data protection supervisors in relation to the Commissioner,
and
(b) confer functions on the Commissioner in relation to data protection
supervisors.

Commencement Information

24
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S. 23 wholly in force at 1.3.2000; s. 23 in force for certain purposes at Royal Assent see s. 75(2)(i); s.
23 in force at 1.3.2000 insofar as not already in force by S.I. 2000/183, art. 2(1)

Duty of certain data controllers to make certain information available.

(1) Subject to subsection (3), where personal data are processed in a case where—
(a) by virtue of subsection (2) or (3) of section 17, subsection (1) of that section
does not apply to the processing, and
(b) the data controller has not notified the relevant particulars in respect of that
processing under section 18,
the data controller must, within twenty-one days of receiving a written request from
any person, make the relevant particulars available to that person in writing free of
charge.

(2) In this section “the relevant particulars” means the particulars referred to in paragraphs
(a) to (f) of section 16(1).

(3) This section has effect subject to any exemption conferred for the purposes of this
section by notification regulations.

(4) Any data controller who fails to comply with the duty imposed by subsection (1) is
guilty of an offence.

(5) It shall be a defence for a person charged with an offence under subsection (4) to show
that he exercised all due diligence to comply with the duty.

Functions of Commissioner in relation to making of notification regulations.

(1) As soon as practicable after the passing of this Act, the Commissioner shall submit
to the Secretary of State proposals as to the provisions to be included in the first
notification regulations.
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(2) The Commissioner shall keep under review the working of notification regulations
and may from time to time submit to the Secretary of State proposals as to amendments
to be made to the regulations.

(3) The Secretary of State may from time to time require the Commissioner to consider
any matter relating to notification regulations and to submit to him proposals as to
amendments to be made to the regulations in connection with that matter.

(4) Before making any notification regulations, the Secretary of State shall—

(a) consider any proposals made to him by the Commissioner under
subsection (1), (2) or (3), and

(b) consult the Commissioner.

Commencement Information
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26 Fees regulations.

(1) Fees regulations prescribing fees for the purposes of any provision of this Part may
provide for different fees to be payable in different cases.

(2) In making any fees regulations, the Secretary of State shall have regard to the
desirability of securing that the fees payable to the Commissioner are sufficient to
offset—

(a) the expenses incurred by the Commissioner and the Tribunal in discharging
their functions and any expenses of the Secretary of State in respect of the
Commissioner or the Tribunal, and

(b) to the extent that the Secretary of State considers appropriate—

(1) any deficit previously incurred (whether before or after the passing of
this Act) in respect of the expenses mentioned in paragraph (a), and

(i1) expenses incurred or to be incurred by the Secretary of State in respect
of the inclusion of any officers or staff of the Commissioner in any
scheme under section 1 of the Y*Superannuation Act 1972.

Marginal Citations
MS 1972c. 11.

PART IV
EXEMPTIONS

27 Preliminary.

(1) References in any of the data protection principles or any provision of Parts II and
III to personal data or to the processing of personal data do not include references to
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data or processing which by virtue of this Part are exempt from that principle or other
provision.

(2) In this Part “the subject information provisions” means—

(a) the first data protection principle to the extent to which it requires compliance
with paragraph 2 of Part II of Schedule 1, and

(b) section 7.

(3) In this Part “the non-disclosure provisions” means the provisions specified in
subsection (4) to the extent to which they are inconsistent with the disclosure in
question.

(4) The provisions referred to in subsection (3) are—

(a) the first data protection principle, except to the extent to which it requires
compliance with the conditions in Schedules 2 and 3,

(b) the second, third, fourth and fifth data protection principles, and
(c) sections 10 and 14(1) to (3).

(5) Except as provided by this Part, the subject information provisions shall have effect
notwithstanding any enactment or rule of law prohibiting or restricting the disclosure,
or authorising the withholding, of information.

National security.

(1) Personal data are exempt from any of the provisions of—
(a) the data protection principles,
(b) Parts II, IIT and V, and
(c) section 55,

if the exemption from that provision is required for the purpose of safeguarding
national security.

(2) Subject to subsection (4), a certificate signed by a Minister of the Crown certifying
that exemption from all or any of the provisions mentioned in subsection (1) is or at
any time was required for the purpose there mentioned in respect of any personal data
shall be conclusive evidence of that fact.

(3) A certificate under subsection (2) may identify the personal data to which it applies
by means of a general description and may be expressed to have prospective effect.

(4) Any person directly affected by the issuing of a certificate under subsection (2) may
appeal to the Tribunal against the certificate.

(5) If on an appeal under subsection (4), the Tribunal finds that, applying the principles
applied by the court on an application for judicial review, the Minister did not have
reasonable grounds for issuing the certificate, the Tribunal may allow the appeal and
quash the certificate.

(6) Where in any proceedings under or by virtue of this Act it is claimed by a data
controller that a certificate under subsection (2) which identifies the personal data
to which it applies by means of a general description applies to any personal data,
any other party to the proceedings may appeal to the Tribunal on the ground that
the certificate does not apply to the personal data in question and, subject to any
determination under subsection (7), the certificate shall be conclusively presumed so

to apply.
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(7) On any appeal under subsection (6), the Tribunal may determine that the certificate
does not so apply.

(8) A document purporting to be a certificate under subsection (2) shall be received in
evidence and deemed to be such a certificate unless the contrary is proved.

(9) A document which purports to be certified by or on behalf of a Minister of the Crown
as a true copy of a certificate issued by that Minister under subsection (2) shall in any
legal proceedings be evidence (or, in Scotland, sufficient evidence) of that certificate.

(10) The power conferred by subsection (2) on a Minister of the Crown shall not be
exercisable except by a Minister who is a member of the Cabinet or by the Attorney
General or the Lord Advocate.

(11) No power conferred by any provision of Part V may be exercised in relation to personal
data which by virtue of this section are exempt from that provision.

(12) Schedule 6 shall have effect in relation to appeals under subsection (4) or (6) and the
proceedings of the Tribunal in respect of any such appeal.

Modifications etc. (not altering text)

C15 S.28(8)(9)(10)(12) applied (with modifications) (1.3.2000) by S.I. 1999/2093, reg. 32(8)(a)
S. 28(8)(9)(10)(12) applied (11.12.2003) by The Privacy and Electronic Communications (EC
Directive) Regulations 2003 (2003/2426), {reg. 28(8)(b)} (with regs. 4, 15(3), 28, 29)

C16 S.28(10): functions of the Lord Advocate transferred to the Advocate General for Scotland, and all
property, rights and liabilities to which the Lord Advocate is entitled or subject in connection with any
such function transferred to the Advocate General for Scotland (20.5.1999) by S.1. 1999/679, arts. 2, 3,
Sch; S.I. 1998/3178, art. 2(2), Sch. 4

29 Crime and taxation.

(1) Personal data processed for any of the following purposes—
(a) the prevention or detection of crime,
(b) the apprehension or prosecution of offenders, or
(c) theassessment or collection of any tax or duty or of any imposition of a similar
nature,

are exempt from the first data protection principle (except to the extent to which it
requires compliance with the conditions in Schedules 2 and 3) and section 7 in any
case to the extent to which the application of those provisions to the data would be
likely to prejudice any of the matters mentioned in this subsection.

(2) Personal data which—
(a) are processed for the purpose of discharging statutory functions, and

(b) consist of information obtained for such a purpose from a person who had it
in his possession for any of the purposes mentioned in subsection (1),

are exempt from the subject information provisions to the same extent as personal data
processed for any of the purposes mentioned in that subsection.

3) Personal data are exempt from the non-disclosure provisions in any case in which—
p p y
(a) the disclosure is for any of the purposes mentioned in subsection (1), and
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(b) the application of those provisions in relation to the disclosure would be likely
to prejudice any of the matters mentioned in that subsection.

(4) Personal data in respect of which the data controller is a relevant authority and which—

(a) consist of a classification applied to the data subject as part of a system of
risk assessment which is operated by that authority for either of the following
purposes—

(i) the assessment or collection of any tax or duty or any imposition of
a similar nature, or

(i) the prevention or detection of crime, or apprehension or prosecution
of offenders, where the offence concerned involves any unlawful
claim for any payment out of, or any unlawful application of, public
funds, and

(b) are processed for either of those purposes,

are exempt from section 7 to the extent to which the exemption is required in the
interests of the operation of the system.

(5) In subsection (4)— “public funds” includes funds provided by any Community
institution; “relevant authority” means—

(a) a government department,
(b) a local authority, or
(c) any other authority administering housing benefit or council tax benefit.

30 Health, education and social work.

(1) The Secretary of State may by order exempt from the subject information provisions,
or modify those provisions in relation to, personal data consisting of information as to
the physical or mental health or condition of the data subject.

(2) The Secretary of State may by order exempt from the subject information provisions,
or modify those provisions in relation to—

(a) personal data in respect of which the data controller is the proprietor of, or a
teacher at, a school, and which consist of information relating to persons who
are or have been pupils at the school, or

(b) personal data in respect of which the data controller is an education authority
in Scotland, and which consist of information relating to persons who are
receiving, or have received, further education provided by the authority.

(3) The Secretary of State may by order exempt from the subject information provisions,
or modify those provisions in relation to, personal data of such other descriptions as
may be specified in the order, being information—

(a) processed by government departments or local authorities or by voluntary
organisations or other bodies designated by or under the order, and

(b) appearing to him to be processed in the course of, or for the purposes of,
carrying out social work in relation to the data subject or other individuals;

but the Secretary of State shall not under this subsection confer any exemption or make
any modification except so far as he considers that the application to the data of those
provisions (or of those provisions without modification) would be likely to prejudice
the carrying out of social work.

(4) An order under this section may make different provision in relation to data consisting
of information of different descriptions.
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(5) In this section—
“education authority” and “further education” have the same meaning as
in the YEducation (Scotland) Act 1980 (“the 1980 Act”), and
“proprietor”—
(a) in relation to a school in England or Wales, has the same meaning as in
the " Education Act 1996,
(b) in relation to a school in Scotland, means—
(1) in the case of a self-governing school, the board of management
within the meaning of the “®Self-Governing Schools etc.
(Scotland) Act 1989,
(i) in the case of an independent school, the proprietor within the
meaning of the 1980 Act,
(iii) in the case of a grant-aided school, the managers within the
meaning of the 1980 Act, and
(iv) in the case of a public school, the education authority within the
meaning of the 1980 Act, and
(c) inrelation to a school in Northern Ireland, has the same meaning as in the
MEducation and Libraries (Northern Ireland) Order 1986 and includes,
in the case of a controlled school, the Board of Governors of the school.

Modifications etc. (not altering text)
C17 S. 30: transfer of functions (1.7.1999) by S.I. 1999/672, arts. 2, 3, Sch. 1
C18 S.30(3) extended (2.12.1999) by S.I. 1999/3145, arts. 1, 9(3)(a); S.I. 1999/3208, art. 2
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31 Regulatory activity.

(1) Personal data processed for the purposes of discharging functions to which this
subsection applies are exempt from the subject information provisions in any case to
the extent to which the application of those provisions to the data would be likely to
prejudice the proper discharge of those functions.

(2) Subsection (1) applies to any relevant function which is designed—
(a) for protecting members of the public against—

(i) financial loss due to dishonesty, malpractice or other seriously
improper conduct by, or the unfitness or incompetence of, persons
concerned in the provision of banking, insurance, investment or other
financial services or in the management of bodies corporate,
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(i1) financial loss due to the conduct of discharged or undischarged
bankrupts, or

(iii) dishonesty, malpractice or other seriously improper conduct by, or
the unfitness or incompetence of, persons authorised to carry on any
profession or other activity,

(b) for protecting charities against misconduct or mismanagement (whether by
trustees or other persons) in their administration,

(c) for protecting the property of charities from loss or misapplication,
(d) for the recovery of the property of charities,
(e) for securing the health, safety and welfare of persons at work, or

(f) for protecting persons other than persons at work against risk to health or
safety arising out of or in connection with the actions of persons at work.

(3) In subsection (2) “relevant function” means—
(a) any function conferred on any person by or under any enactment,

(b) any function of the Crown, a Minister of the Crown or a government
department, or

(c) any other function which is of a public nature and is exercised in the public
interest.

(4) Personal data processed for the purpose of discharging any function which—
(a) is conferred by or under any enactment on—
(i) the Parliamentary Commissioner for Administration,

(i1) the Commission for Local Administration in England, the
Commission for Local Administration in Wales or the Commissioner
for Local Administration in Scotland,

(iii) the Health Service Commissioner for England, the Health Service
Commissioner for Wales or the Health Service Commissioner for
Scotland,

(iv) the Welsh Administration Ombudsman,
(v) the Assembly Ombudsman for Northern Ireland, or
(vi) the Northern Ireland Commissioner for Complaints, and
(b) is designed for protecting members of the public against—
(1) maladministration by public bodies,
(ii) failures in services provided by public bodies, or
(iii) a failure of a public body to provide a service which it was a function
of the body to provide,

are exempt from the subject information provisions in any case to the extent
to which the application of those provisions to the data would be likely to
prejudice the proper discharge of that function.

(5) Personal data processed for the purpose of discharging any function which—
(a) is conferred by or under any enactment on the Director General of Fair
Trading, and
(b) 1is designed—
(i) for protecting members of the public against conduct which may
adversely affect their interests by persons carrying on a business,
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(i1) for regulating agreements or conduct which have as their object
or effect the prevention, restriction or distortion of competition in
connection with any commercial activity, or

(iii) for regulating conduct on the part of one or more undertakings which
amounts to the abuse of a dominant position in a market,

are exempt from the subject information provisions in any case to the extent
to which the application of those provisions to the data would be likely to
prejudice the proper discharge of that function.

Modifications etc. (not altering text)
C19 S.31 extended (2.12.1999) by S.I. 1999/3145, arts. 1, 9(3)(b); S.I. 1999/3208, art. 2

32 Journalism, literature and art.

(1) Personal data which are processed only for the special purposes are exempt from any
provision to which this subsection relates if—

(a) the processing is undertaken with a view to the publication by any person of
any journalistic, literary or artistic material,

(b) the data controller reasonably believes that, having regard in particular to the
special importance of the public interest in freedom of expression, publication
would be in the public interest, and

(c) the data controller reasonably believes that, in all the circumstances,
compliance with that provision is incompatible with the special purposes.

(2) Subsection (1) relates to the provisions of—
(a) the data protection principles except the seventh data protection principle,
(b) section 7,
(c) section 10,
(d) section 12, and
[7(dd) section 12A,]
(e) section 14(1) to (3).

(3) In considering for the purposes of subsection (1)(b) whether the belief of a data
controller that publication would be in the public interest was or is a reasonable one,
regard may be had to his compliance with any code of practice which—

(a) 1isrelevant to the publication in question, and

(b) is designated by the Secretary of State by order for the purposes of this
subsection.

(4) Where at any time (“the relevant time”) in any proceedings against a data controller
under section 7(9), 10(4), 12(8) [**, 12A(3)]or 14 or by virtue of section 13 the
data controller claims, or it appears to the court, that any personal data to which the
proceedings relate are being processed—

(a) only for the special purposes, and

(b) with a view to the publication by any person of any journalistic, literary or
artistic material which, at the time twenty-four hours immediately before the
relevant time, had not previously been published by the data controller,

the court shall stay the proceedings until either of the conditions in subsection (5) is
met.
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(5) Those conditions are—
(a) that a determination of the Commissioner under section 45 with respect to the
data in question takes effect, or
(b) in a case where the proceedings were stayed on the making of a claim, that
the claim is withdrawn.

(6) For the purposes of this Act “publish”, in relation to journalistic, literary or artistic
material, means make available to the public or any section of the public.

Textual Amendments
F7  S.32(2)(dd) inserted (temp. from 1.3.2000 to 23.10.2007) by 1998 c. 29, s. 75(3), Sch. 13 para. 2(a);
S.I. 2000/183, art. 2(1)
F8  Words in s. 32(4) inserted (temp. from 1.3.2000 to 23.10.2007) by 1998 c. 29, s. 72, Sch. 13 para.
2(b); S.I. 2000/183, art. 2(1)

Commencement Information
113 S. 32 wholly in force at 1.3.2000; s. 32 in force for certain purposes at Royal Assent see s. 75(2)(i); s.
32 in force at 1.3.2000 insofar as not already in force by S.I. 2000/183, art. 2(1)

33 Research, history and statistics.

(1) In this section— “research purposes” includes statistical or historical purposes;
“the relevant conditions”, in relation to any processing of personal data, means the
conditions—

(a) that the data are not processed to support measures or decisions with respect
to particular individuals, and

(b) that the data are not processed in such a way that substantial damage or
substantial distress is, or is likely to be, caused to any data subject.

(2) For the purposes of the second data protection principle, the further processing of
personal data only for research purposes in compliance with the relevant conditions is
not to be regarded as incompatible with the purposes for which they were obtained.

(3) Personal data which are processed only for research purposes in compliance with the
relevant conditions may, notwithstanding the fifth data protection principle, be kept
indefinitely.

(4) Personal data which are processed only for research purposes are exempt from
section 7 if—

(a) they are processed in compliance with the relevant conditions, and

(b) the results of the research or any resulting statistics are not made available in
a form which identifies data subjects or any of them.

(5) For the purposes of subsections (2) to (4) personal data are not to be treated
as processed otherwise than for research purposes merely because the data are
disclosed—

(a) to any person, for research purposes only,
(b) to the data subject or a person acting on his behalf,

(c) at the request, or with the consent, of the data subject or a person acting on
his behalf, or


http://www.legislation.gov.uk/id/ukpga/1998/29/section/32/2/dd
http://www.legislation.gov.uk/id/ukpga/1998/29
http://www.legislation.gov.uk/id/ukpga/1998/29/section/75/3
http://www.legislation.gov.uk/id/ukpga/1998/29/schedule/13/paragraph/2/a
http://www.legislation.gov.uk/id/uksi/2000/183
http://www.legislation.gov.uk/id/uksi/2000/183/article/2/1
http://www.legislation.gov.uk/id/ukpga/1998/29/section/32/4
http://www.legislation.gov.uk/id/ukpga/1998/29
http://www.legislation.gov.uk/id/ukpga/1998/29/section/72
http://www.legislation.gov.uk/id/ukpga/1998/29/schedule/13/paragraph/2/b
http://www.legislation.gov.uk/id/ukpga/1998/29/schedule/13/paragraph/2/b
http://www.legislation.gov.uk/id/uksi/2000/183
http://www.legislation.gov.uk/id/uksi/2000/183/article/2/1
http://www.legislation.gov.uk/id/ukpga/1998/29/section/32
http://www.legislation.gov.uk/id/ukpga/1998/29/section/32
http://www.legislation.gov.uk/id/ukpga/1998/29/section/75/2/i
http://www.legislation.gov.uk/id/ukpga/1998/29/section/32
http://www.legislation.gov.uk/id/ukpga/1998/29/section/32
http://www.legislation.gov.uk/id/uksi/2000/183
http://www.legislation.gov.uk/id/uksi/2000/183/article/2/1

28 Data Protection Act 1998 (c. 29)
Part IV — Exemptions
Document Generated: 2024-05-10
Status: Point in time view as at 01/03/2000. This version of this Act contains provisions that are not valid for this point in time.
Changes to legislation: Data Protection Act 1998 is up to date with all changes known to be in force on or
before 10 May 2024. There are changes that may be brought into force at a future date. Changes that have
been made appear in the content and are referenced with annotations. (See end of Document for details)

(d) in circumstances in which the person making the disclosure has reasonable
grounds for believing that the disclosure falls within paragraph (a), (b) or (c).

VALID FROM 01/01/2005

[’33A Manual data held by public authorities.

(1) Personal data falling within paragraph (e) of the definition of “data” in section 1(1)
are exempt from—

(a) the first, second, third, fifth, seventh and eighth data protection principles,

(b) the sixth data protection principle except so far as it relates to the rights
conferred on data subjects by sections 7 and 14,

(c) sections 10 to 12,

(d) section 13, except so far as it relates to damage caused by a contravention of
section 7 or of the fourth data protection principle and to any distress which
is also suffered by reason of that contravention,

(e) Partlll, and

(f) section 55.

(2) Personal data which fall within paragraph (e) of the definition of “data” in
section 1(1) and relate to appointments or removals, pay, discipline, superannuation
or other personnel matters, in relation to—

(a) service in any of the armed forces of the Crown,

(b) service in any office or employment under the Crown or under any public
authority, or

(c) service in any office or employment, or under any contract for services, in
respect of which power to take action, or to determine or approve the action
taken, in such matters is vested in Her Majesty, any Minister of the Crown,
the National Assembly for Wales, any Northern Ireland Minister (within the
meaning of the Freedom of Information Act 2000) or any public authority,

are also exempt from the remaining data protection principles and the remaining
provisions of Part IL.]

Textual Amendments
F9 S. 33A inserted (1.1.2005) by 2000 c. 36, ss. 70(1), 87(3) (with ss. 56, 78); S.1. 2004/1909, art. 2; S.I.
2004/3122, art. 2

34 Information available to the public by or under enactment.

Personal data are exempt from—
(a) the subject information provisions,
(b) the fourth data protection principle and [*'’sections 12A and 14(1) to (3).], and
(c) the non-disclosure provisions,

if the data consist of information which the data controller is obliged by or under any

enactment to make available to the public, whether by publishing it, by making it
available for inspection, or otherwise and whether gratuitously or on payment of a fee.
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Textual Amendments
F10 Words in s. 34(b) substituted (temp. from 1.3.2000 to 23.10.2007) by 1998 c. 29, s. 72, Sch. 13 para.
3; S.I. 2000/183, art. 2(1)

35 Disclosures required by law or made in connection with legal proceedings etc.

(1) Personal data are exempt from the non-disclosure provisions where the disclosure is
required by or under any enactment, by any rule of law or by the order of a court.

(2) Personal data are exempt from the non-disclosure provisions where the disclosure is
necessary—

(a) for the purpose of, or in connection with, any legal proceedings (including
prospective legal proceedings), or

(b) for the purpose of obtaining legal advice,

or is otherwise necessary for the purposes of establishing, exercising or defending
legal rights.

VALID FROM 01/01/2005

[F"35A Parliamentary privilege.

Personal data are exempt from—

(a) the first data protection principle, except to the extent to which it requires
compliance with the conditions in Schedules 2 and 3,

(b) the second, third, fourth and fifth data protection principles,
(c) section 7, and
(d) sections 10 and 14(1) to (3),

if the exemption is required for the purpose of avoiding an infringement of the
privileges of either House of Parliament.]

Textual Amendments
F11  S.35A inserted (1.1.2005) by 2000 c. 36, ss. 73, 87(3), Sch. 6 para. 2 (with ss. 56, 78); S.I. 2004/1909,
art. 2; S.I. 2004/3122, art. 2

36 Domestic purposes.

Personal data processed by an individual only for the purposes of that individual’s
personal, family or household affairs (including recreational purposes) are exempt
from the data protection principles and the provisions of Parts II and III.

37 Miscellaneous exemptions.

Schedule 7 (which confers further miscellaneous exemptions) has effect.
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38 Powers to make further exemptions by order.

(1) The Secretary of State may by order exempt from the subject information provisions
personal data consisting of information the disclosure of which is prohibited or
restricted by or under any enactment if and to the extent that he considers it necessary
for the safeguarding of the interests of the data subject or the rights and freedoms
of any other individual that the prohibition or restriction ought to prevail over those
provisions.

(2) The Secretary of State may by order exempt from the non-disclosure provisions
any disclosures of personal data made in circumstances specified in the order, if he
considers the exemption is necessary for the safeguarding of the interests of the data
subject or the rights and freedoms of any other individual.

Commencement Information
I14  S. 38 wholly in force at 1.3.2000; s. 38 in force for certain purposes at Royal Assent see s. 75(2)(1); s.
38 in force at 1.3.2000 insofar as not already in force by S.I. 2000/183, art. 2(1)

39 Transitional relief.

Schedule 8 (which confers transitional exemptions) has effect.

PART V

ENFORCEMENT

Modifications etc. (not altering text)
C20 Pt. V applied (with modifications) (1.3.2000) by S.I. 1999/2093, reg. 36(1), Sch. 4
Pt. V applied (with modifications) (1.3.2000) by S.1. 2000/190, art. 5(2)
C21 Pt. V extended (with modifications) (11.12.2003) by The Privacy and Electronic Communications (EC
Directive) Regulations 2003 (S.I. 2003/2426), reg. 31, Sch. 1 (with regs. 4, 15(3), 28, 29)

40 Enforcement notices.

(1) If the Commissioner is satisfied that a data controller has contravened or is
contravening any of the data protection principles, the Commissioner may serve him
with a notice (in this Act referred to as “an enforcement notice”) requiring him, for
complying with the principle or principles in question, to do either or both of the
following—

(a) to take within such time as may be specified in the notice, or to refrain from
taking after such time as may be so specified, such steps as are so specified, or

(b) to refrain from processing any personal data, or any personal data of a
description specified in the notice, or to refrain from processing them for a
purpose so specified or in a manner so specified, after such time as may be
so specified.
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(2) In deciding whether to serve an enforcement notice, the Commissioner shall consider
whether the contravention has caused or is likely to cause any person damage or
distress.

(3) An enforcement notice in respect of a contravention of the fourth data protection
principle which requires the data controller to rectify, block, erase or destroy any
inaccurate data may also require the data controller to rectify, block, erase or destroy
any other data held by him and containing an expression of opinion which appears to
the Commissioner to be based on the inaccurate data.

(4) An enforcement notice in respect of a contravention of the fourth data protection
principle, in the case of data which accurately record information received or obtained
by the data controller from the data subject or a third party, may require the data
controller either—

(a) to rectify, block, erase or destroy any inaccurate data and any other data
held by him and containing an expression of opinion as mentioned in
subsection (3), or

(b) to take such steps as are specified in the notice for securing compliance with
the requirements specified in paragraph 7 of Part II of Schedule 1 and, if the
Commissioner thinks fit, for supplementing the data with such statement of
the true facts relating to the matters dealt with by the data as the Commissioner
may approve.

(5) Where—
(a) an enforcement notice requires the data controller to rectify, block, erase or
destroy any personal data, or

(b) the Commissioner is satisfied that personal data which have been rectified,
blocked, erased or destroyed had been processed in contravention of any of
the data protection principles,

an enforcement notice may, if reasonably practicable, require the data controller to
notify third parties to whom the data have been disclosed of the rectification, blocking,
erasure or destruction; and in determining whether it is reasonably practicable to
require such notification regard shall be had, in particular, to the number of persons
who would have to be notified.

(6) An enforcement notice must contain—
(a) a statement of the data protection principle or principles which the
Commissioner is satisfied have been or are being contravened and his reasons
for reaching that conclusion, and

(b) particulars of the rights of appeal conferred by section 48.

(7) Subject to subsection (8), an enforcement notice must not require any of the provisions
of the notice to be complied with before the end of the period within which an appeal
can be brought against the notice and, if such an appeal is brought, the notice need not
be complied with pending the determination or withdrawal of the appeal.

(8) If by reason of special circumstances the Commissioner considers that an enforcement
notice should be complied with as a matter of urgency he may include in the notice
a statement to that effect and a statement of his reasons for reaching that conclusion;
and in that event subsection (7) shall not apply but the notice must not require the
provisions of the notice to be complied with before the end of the period of seven days
beginning with the day on which the notice is served.



32 Data Protection Act 1998 (c. 29)
Part V — Enforcement
Document Generated: 2024-05-10
Status: Point in time view as at 01/03/2000. This version of this Act contains provisions that are not valid for this point in time.
Changes to legislation: Data Protection Act 1998 is up to date with all changes known to be in force on or
before 10 May 2024. There are changes that may be brought into force at a future date. Changes that have
been made appear in the content and are referenced with annotations. (See end of Document for details)

(9) Notification regulations (as defined by section 16(2)) may make provision as to the
effect of the service of an enforcement notice on any entry in the register maintained
under section 19 which relates to the person on whom the notice is served.

(10) This section has effect subject to section 46(1).

Modifications etc. (not altering text)
C22 S. 40 applied (30.6.1999) by 1999 c. iv, s. 6(15) (with 5.6(16)(4))
S. 40 extended (1.3.2000) by S.I. 1999/2093, reg. 34, Sch. 3 para. 4
Ss. 40, 41, 43 extended (with modifications) (1.3.2000) by S.I. 1999/2093, reg.34, Sch. 3 para. 5(2)

Commencement Information
I1S  S. 40 wholly in force at 1.3.2000; s. 40 in force for certain purposes at Royal Assent see s. 75(2)(i); s.
40 in force at 1.3.2000 insofar as not already in force by S.I. 2000/183, art. 2(1)

41 Cancellation of enforcement notice.

(1) If the Commissioner considers that all or any of the provisions of an enforcement
notice need not be complied with in order to ensure compliance with the data
protection principle or principles to which it relates, he may cancel or vary the notice
by written notice to the person on whom it was served.

(2) A person on whom an enforcement notice has been served may, at any time after the
expiry of the period during which an appeal can be brought against that notice, apply
in writing to the Commissioner for the cancellation or variation of that notice on the
ground that, by reason of a change of circumstances, all or any of the provisions of
that notice need not be complied with in order to ensure compliance with the data
protection principle or principles to which that notice relates.

Modifications etc. (not altering text)
C23 Ss. 40,41, 43 extended (with modifications) (1.3.2000) by S.I. 1999/2093, reg. 34, Sch. 3 para. 5(2)

VALID FROM 06/04/2010

[F?41A Assessment notices

(1) The Commissioner may serve a data controller within subsection (2) with a notice
(in this Act referred to as an “assessment notice”) for the purpose of enabling the
Commissioner to determine whether the data controller has complied or is complying
with the data protection principles.

(2) A data controller is within this subsection if the data controller is—
(a) agovernment department,
(b) a public authority designated for the purposes of this section by an order
made by the Secretary of State, or
(c) aperson of a description designated for the purposes of this section by such
an order.
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(3) An assessment notice is a notice which requires the data controller to do all or any
of the following—

(a) permit the Commissioner to enter any specified pr