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Investigatory Powers Act 2016
2016 CHAPTER 25

PART 1

GENERAL PRIVACY PROTECTIONS

Prohibitions against unlawful interception

8 Civil liability for certain unlawful interceptions

(1) An interception of a communication is actionable at the suit or instance of—
(a) the sender of the communication, or
(b) the recipient, or intended recipient, of the communication,

if conditions A to D are met.

(2) Condition A is that the interception is carried out in the United Kingdom.

(3) Condition B is that the communication is intercepted—
(a) in the course of its transmission by means of a private telecommunication

system, or
(b) in the course of its transmission, by means of a public telecommunication

system, to or from apparatus that is part of a private telecommunication
system.

(4) Condition C is that the interception is carried out by, or with the express or implied
consent of, a person who has the right to control the operation or use of the private
telecommunication system.

(5) Condition D is that the interception is carried out without lawful authority.

(6) For the meaning of “interception” and other key expressions used in this section, see
sections 4 to 6.



2 Investigatory Powers Act 2016 (c. 25)
Part 1 – General privacy protections

Document Generated: 2024-06-24
Changes to legislation: Investigatory Powers Act 2016, Section 8 is up to date with all changes known to be in force on
or before 24 June 2024. There are changes that may be brought into force at a future date. Changes that have been made
appear in the content and are referenced with annotations. (See end of Document for details) View outstanding changes

Commencement Information
I1 S. 8 in force at 27.6.2018 by S.I. 2018/652, reg. 7(d)

http://www.legislation.gov.uk/id/ukpga/2016/25/section/8
http://www.legislation.gov.uk/id/uksi/2018/652
http://www.legislation.gov.uk/id/uksi/2018/652/regulation/7/d


Investigatory Powers Act 2016 (c. 25)
Document Generated: 2024-06-24

3

Changes to legislation: 
Investigatory Powers Act 2016, Section 8 is up to date with all changes known to be in force
on or before 24 June 2024. There are changes that may be brought into force at a future date.
Changes that have been made appear in the content and are referenced with annotations.
View outstanding changes

Changes and effects yet to be applied to the whole Act associated Parts and Chapters:
Whole provisions yet to be inserted into this Act (including any effects on those
provisions):
– Pt. 7A inserted by 2024 c. 9 s. 2
– Pt. 7B inserted by 2024 c. 9 s. 5
– s. 2(1)(ja)(jb) inserted by 2024 c. 9 s. 6(3)(c)
– s. 11(3A)(3B) inserted by 2024 c. 9 s. 12(3)
– s. 12(2B)-(2D) inserted by 2024 c. 9 s. 14(4)
– s. 12(5A)(5B) inserted by 2024 c. 9 s. 14(6)
– s. 26(2)(a) words renumbered as s. 26(2)(a) by 2024 c. 9 s. 22(2)(a)
– s. 26(2)(b) and word inserted by 2024 c. 9 s. 22(2)(b)
– s. 26(2A)-(2F) inserted by 2024 c. 9 s. 22(3)
– s. 62(5A)-(5C) inserted by 2024 c. 9 s. 15(4)
– s. 87(4)(aa) inserted by 2024 c. 9 s. 16(2)(c)
– s. 87(4A) inserted by 2024 c. 9 s. 16(3)
– s. 87(6A)(6B) inserted by 2024 c. 9 s. 20(2)
– s. 90(4)-(4B) substituted for s. 90(4) by 2024 c. 9 s. 18(2)(a)
– s. 90(5A) inserted by 2024 c. 9 s. 18(2)(c)
– s. 90(9A)(9B) inserted by 2024 c. 9 s. 18(2)(d)
– s. 90(11A) inserted by 2024 c. 9 s. 18(2)(f)
– s. 90(14)-(16) inserted by 2024 c. 9 s. 18(2)(g)
– s. 94A inserted by 2024 c. 9 s. 20(4)
– s. 111(3)(a) words renumbered as s. 111(3)(a) by 2024 c. 9 s. 23(2)(a)
– s. 111(3)(b) and word inserted by 2024 c. 9 s. 23(2)(b)
– s. 111(6)(a) words renumbered as s. 111(6)(a) by 2024 c. 9 s. 23(3)(a)
– s. 111(6)(b) and word inserted by 2024 c. 9 s. 23(3)(b)
– s. 111(7A)-(7E) inserted by 2024 c. 9 s. 23(4)
– s. 121(4) inserted by 2024 c. 9 s. 25
– s. 195195A substituted for s. 195 by 2024 c. 9 s. 27(2)
– s. 200(1)(a) words renumbered as s. 200(1)(a) by 2024 c. 9 s. 1(4)(a)(i)
– s. 200(1)(b) and word inserted by 2024 c. 9 s. 1(4)(a)(ii)
– s. 200(2)(a) words renumbered as s. 200(2)(a) by 2024 c. 9 s. 1(4)(b)(i)
– s. 200(2)(b) and word inserted by 2024 c. 9 s. 1(4)(b)(ii)
– s. 202(5) inserted by 2024 c. 9 s. 4(2)(c)
– s. 206(8) inserted by 2024 c. 9 s. 4(3)(b)
– s. 219(9) inserted by 2024 c. 9 s. 4(4)(c)
– s. 220(6) inserted by 2024 c. 9 s. 1(7)(b)
– s. 220(7) inserted by 2024 c. 9 s. 4(5)(b)
– s. 225(4)(a) words renumbered as s. 225(4)(a) by 2024 c. 9 s. 1(8)(a)(i)
– s. 225(4)(b) and word inserted by 2024 c. 9 s. 1(8)(a)(ii)
– s. 225(13)(a) words renumbered as s. 225(13)(a) by 2024 c. 9 s. 1(8)(b)(i)
– s. 225(13)(b) and word inserted by 2024 c. 9 s. 1(8)(b)(ii)
– s. 225(15) inserted by 2024 c. 9 s. 4(6)(c)
– s. 227(6A)(6B) inserted by 2024 c. 9 s. 7(2)
– s. 227(8)-(8D) substituted for s. 227(8)(9) by 2024 c. 9 s. 8(2)
– s. 227(10A) inserted by 2024 c. 9 s. 8(4)
– s. 227(14) inserted by 2024 c. 9 s. 8(6)
– s. 228(6) inserted by 2024 c. 9 s. 7(3)
– s. 228A inserted by 2024 c. 9 s. 9
– s. 229(3E) inserted by 2024 c. 9 s. 10(2)(b)
– s. 229(8)(fb) inserted by 2024 c. 9 s. 27(3)

http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/2
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/5
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/6/3/c
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/12/3
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/14/4
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/14/6
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/22/2/a
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/22/2/b
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/22/3
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/15/4
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/16/2/c
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/16/3
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/20/2
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/18/2/a
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/18/2/c
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/18/2/d
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/18/2/f
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/18/2/g
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/20/4
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/23/2/a
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/23/2/b
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/23/3/a
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/23/3/b
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/23/4
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/25
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/27/2
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/1/4/a/i
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/1/4/a/ii
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/1/4/b/i
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/1/4/b/ii
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/4/2/c
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/4/3/b
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/4/4/c
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/1/7/b
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/4/5/b
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/1/8/a/i
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/1/8/a/ii
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/1/8/b/i
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/1/8/b/ii
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/4/6/c
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/7/2
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/8/2
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/8/4
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/8/6
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/7/3
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/9
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/10/2/b
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/27/3


4 Investigatory Powers Act 2016 (c. 25)
Document Generated: 2024-06-24

– s. 230(1)(d) and word inserted by 2024 c. 9 s. 10(3)(b)
– s. 231(10) inserted by 2024 c. 9 s. 10(4)(b)
– s. 235A inserted by 2024 c. 9 s. 11(1)
– s. 255(5A)(5B) inserted by 2024 c. 9 s. 20(6)
– s. 256A inserted by 2024 c. 9 s. 20(7)
– s. 257(3)-(3B) substituted for s. 257(3) by 2024 c. 9 s. 18(5)(a)
– s. 257(4A) inserted by 2024 c. 9 s. 18(5)(c)
– s. 257(8A)(8B) inserted by 2024 c. 9 s. 18(5)(d)
– s. 257(10A) inserted by 2024 c. 9 s. 18(5)(f)
– s. 257(13)-(15) inserted by 2024 c. 9 s. 18(5)(g)
– s. 258A258B inserted by 2024 c. 9 s. 21(2)
– s. 261(5A)(5B) inserted by 2024 c. 9 s. 13(3)
– s. 261(10)(c) and word inserted by 2024 c. 9 s. 19(2)(b)
– s. 267(3)(ja) inserted by 2024 c. 9 s. 21(3)(b)
– s. 267(5)(aa) inserted by 2024 c. 9 s. 14(8)
– Sch. 2A inserted by 2024 c. 9 s. 14(9)
– Sch. 3 para. 12A and cross-heading inserted by 2024 c. 9 s. 28(2)
– Sch. 3 para. 2526 inserted by 2024 c. 9 s. 28(3)

http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/10/3/b
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/10/4/b
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/11/1
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/20/6
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/20/7
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/18/5/a
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/18/5/c
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/18/5/d
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/18/5/f
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/18/5/g
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/21/2
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/13/3
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/19/2/b
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/21/3/b
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/14/8
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/14/9
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/28/2
http://www.legislation.gov.uk/id/ukpga/2024/9
http://www.legislation.gov.uk/id/ukpga/2024/9/section/28/3

