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STATUTORY INSTRUMENTS

2018 No. 506

The Network and Information Systems Regulations 2018

PART 4

Digital Services

Relevant digital service providers

12.—(1) A RDSP must identify and take appropriate and proportionate measures to manage the
risks posed to the security of network and information systems on which it relies to provide, within
the [*'United Kingdom|], the following services—

(a) online marketplace;
(b) online search engine; or
(c) cloud computing service.
(2) The measures taken by a RDSP under paragraph (1) must—

(a) (having regard to the state of the art) ensure a level of security of network and information
systems appropriate to the risk posed;

(b) prevent and minimise the impact of incidents affecting their network and information
systems with a view to ensuring the continuity of those services; and

(c) take into account the following elements as specified in Article 2 of EU Regulation
2018/151—

(1) the security of systems and facilities;
(i1) incident handling;
(iii) business continuity management;
(iv) monitoring auditing and testing; and
(v) compliance with international standards.

(3) A RDSP must notify the Information Commissioner [**in writing] about any incident having
a substantial impact on the provision of any of the digital services mentioned in paragraph (1) that
it provides.

(4) The requirement to notify in paragraph (3) applies only if the RDSP has access to information
which enables it to assess whether the impact of an incident is substantial.

(5) The notification mentioned in paragraph (3) must provide the following information—
[(a) the RDSP’s name and the digital services that it provides;]

(b) the time the ... incident occurred,;

(¢) the duration of the ™... incident;

(d) information concerning the nature and impact of the *... incident;

(¢) information concerning any, or any likely, cross-border impact of the ™... incident; and
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(f) any other information that may be helpful to the [**Information Commissioner].
(6) The notification under paragraph (3) must—

(a) be made without undue delay and in any event no later than 72 hours after the RDSP is
[F*first] aware that an incident has occurred; and

(b) contain sufficient information to enable the Information Commissioner to determine the
significance of any cross-border impact.

(7) In order to determine whether the impact of an incident is substantial the RDSP must—

(a) take into account the following parameters, as specified in Article 3 of EU Regulation
2018/151—

(i) the number of users affected by the incident and, in particular, the users relying on
the digital service for the provision of their own services;

(i1) the duration of the incident;
(iii) the geographical area affected by the incident;

(iv) the extent of the disruption to the functioning of the service;

(v) the extent of the impact on economic and societal activities; and

["(b) have regard to any relevant guidance published by the Information Commissioner.]

(8) After receipt of a notification under paragraph (3) the Information Commissioner must share
the incident notification with the CSIRT as soon as reasonably practicable.
(9) If an OES is reliant on a RDSP to provide an essential service, the operator must notify

the [designated competent authority for the OES in writing] in relation to it about any significant
impact on the continuity of the service it provides caused by an incident affecting the RDSP
[Pwithout undue delay].

FOL0Y o

(11) The Information Commissioner is not required to share information under [
Regulations] if the information contains—

Mthese
(a) confidential information; or
(b) information which may prejudice the security or commercial interests of a RDSP.

(12) If the Information Commissioner or CSIRT—
(a) consults with the RDSP responsible for an incident notification under paragraph (3), and

(b) is of the view that public awareness about that incident is necessary to prevent or manage
it, or is in the public interest,

the Information Commissioner or CSIRT may inform the public about that incident or [**the
Commissioner may] direct the RDSP responsible for the notification to do so.

(13) Before the Information Commissioner or CSIRT informs the public about an incident
notified under paragraph (3), the Information Commissioner or CSIRT must consult each other and
the RDSP who provided the notification.

(14) The Information Commissioner may inform the public about an incident affecting digital
services in [""*a Member State of the EU] if—

(a) the relevant authorities in the affected Member State notify the Information Commissioner
about the incident;

(b) the Commissioner consults with those relevant authorities; and

(¢) the Commissioner is of the view mentioned in [""*paragraph (12)(b)].
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(15) The Information Commissioner must provide an annual report to the SPOC identifying the
number and nature of incidents notified to it under paragraph (3).

(16) The first report mentioned in paragraph (15) must be submitted on or before 1st July 2018
and subsequent reports must be submitted at annual intervals after that date.
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Words in reg. 12(1) substituted (20.1.2021) by The Network and Information Systems (Amendment
etc.) (EU Exit) Regulations 2019 (S.I. 2019/653), reg. 1(2), Sch. para. 11(a); 2020 c. 1, Sch. 5 para.
1(1)

Words in reg. 12(3) inserted (31.12.2020) by The Network and Information Systems (Amendment and
Transitional Provision etc.) Regulations 2020 (S.1. 2020/1245), regs. 1(1), 9(a) (with reg. 21)

Reg. 12(5)(a) substituted (31.12.2020) by The Network and Information Systems (Amendment and
Transitional Provision etc.) Regulations 2020 (S.1. 2020/1245), regs. 1(1), 9(b)(i) (with reg. 21)
Word in reg. 12(5)(b)-(e) omitted (31.12.2020) by virtue of The Network and Information Systems
(Amendment and Transitional Provision etc.) Regulations 2020 (S.1. 2020/1245), regs. 1(1), 9(b)(ii)
(with reg. 21)

Words in reg. 12(5)(f) substituted (31.12.2020) by The Network and Information Systems
(Amendment and Transitional Provision etc.) Regulations 2020 (S.1. 2020/1245), regs. 1(1), 9(b)(iii)
(with reg. 21)

Word in reg. 12(6)(a) inserted (31.12.2020) by The Network and Information Systems (Amendment
and Transitional Provision etc.) Regulations 2020 (S.I. 2020/1245), regs. 1(1), 9(c) (with reg. 21)
Reg. 12(7)(b) substituted (12.1.2022) by The Network and Information Systems (EU Exit)
(Amendment) Regulations 2021 (S.I. 2021/1461), regs. 1, 3(2)

Words in reg. 12(9) substituted (31.12.2020) by The Network and Information Systems (Amendment
and Transitional Provision etc.) Regulations 2020 (S.I. 2020/1245), regs. 1(1), 9(d)(i) (with reg. 21)
Words in reg. 12(9) substituted (31.12.2020) by The Network and Information Systems (Amendment
and Transitional Provision etc.) Regulations 2020 (S.I. 2020/1245), regs. 1(1), 9(d)(ii) (with reg. 21)
Reg. 12(10) omitted (20.1.2021) by virtue of The Network and Information Systems (Amendment
etc.) (EU Exit) Regulations 2019 (S.1. 2019/653), reg. 1(2), Sch. para. 11(b) (as amended by S.I.
2019/1444, regs. 1(2), 4); 2020 c. 1, Sch. 5 para. 1(1)

Words in reg. 12(11) substituted (20.1.2021) by The Network and Information Systems (Amendment
etc.) (EU Exit) Regulations 2019 (S.I. 2019/653), reg. 1(2), Sch. para. 11(c); 2020 c. 1, Sch. 5 para.
1(1)

Words in reg. 12(12) inserted (31.12.2020) by The Network and Information Systems (Amendment
and Transitional Provision etc.) Regulations 2020 (S.I. 2020/1245), regs. 1(1), 9(e) (with reg. 21)
Words in reg. 12(14) substituted (20.1.2021) by The Network and Information Systems (Amendment
etc.) (EU Exit) Regulations 2019 (S.I. 2019/653), reg. 1(2), Sch. para. 11(d); 2020 c. 1, Sch. 5 para.
1(1)

Words in reg. 12(14)(c) substituted (20.6.2018) by The Network and Information Systems
(Amendment) Regulations 2018 (S.I. 2018/629), regs. 1, 2(7)(c)

Reg. 12(17) omitted (20.1.2021) by virtue of The Network and Information Systems (Amendment etc.)
(EU Exit) Regulations 2019 (S.1. 2019/653), reg. 1(2), Sch. para. 11(e); 2020 c. 1, Sch. 5 para. 1(1)

[**Co-operation with the European Union

13. The Information Commissioner may give information and assistance to, and otherwise co-
operate with, a public authority in the EU if the Information Commissioner considers that to do
so would be in the interests of effective supervision of digital service providers (whether inside or
outside the United Kingdom), including in the event of an incident notified under regulation 12(3).]

3


http://www.legislation.gov.uk/id/uksi/2018/506/regulation/12/1
http://www.legislation.gov.uk/id/uksi/2019/653
http://www.legislation.gov.uk/id/uksi/2019/653
http://www.legislation.gov.uk/id/uksi/2019/653/regulation/1/2
http://www.legislation.gov.uk/id/uksi/2019/653/schedule/paragraph/11/a
http://www.legislation.gov.uk/id/ukpga/2020/1
http://www.legislation.gov.uk/id/ukpga/2020/1/schedule/5/paragraph/1/1
http://www.legislation.gov.uk/id/ukpga/2020/1/schedule/5/paragraph/1/1
http://www.legislation.gov.uk/id/uksi/2020/1245
http://www.legislation.gov.uk/id/uksi/2020/1245
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/1/1
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/9/a
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/21
http://www.legislation.gov.uk/id/uksi/2020/1245
http://www.legislation.gov.uk/id/uksi/2020/1245
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/1/1
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/9/b/i
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/21
http://www.legislation.gov.uk/id/uksi/2020/1245
http://www.legislation.gov.uk/id/uksi/2020/1245
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/1/1
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/9/b/ii
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/21
http://www.legislation.gov.uk/id/uksi/2020/1245
http://www.legislation.gov.uk/id/uksi/2020/1245
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/1/1
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/9/b/iii
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/21
http://www.legislation.gov.uk/id/uksi/2020/1245
http://www.legislation.gov.uk/id/uksi/2020/1245
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/1/1
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/9/c
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/21
http://www.legislation.gov.uk/id/uksi/2018/506/regulation/12/7/b
http://www.legislation.gov.uk/id/uksi/2021/1461
http://www.legislation.gov.uk/id/uksi/2021/1461
http://www.legislation.gov.uk/id/uksi/2021/1461/regulation/1
http://www.legislation.gov.uk/id/uksi/2021/1461/regulation/3/2
http://www.legislation.gov.uk/id/uksi/2020/1245
http://www.legislation.gov.uk/id/uksi/2020/1245
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/1/1
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/9/d/i
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/21
http://www.legislation.gov.uk/id/uksi/2020/1245
http://www.legislation.gov.uk/id/uksi/2020/1245
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/1/1
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/9/d/ii
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/21
http://www.legislation.gov.uk/id/uksi/2018/506/regulation/12/10
http://www.legislation.gov.uk/id/uksi/2019/653
http://www.legislation.gov.uk/id/uksi/2019/653
http://www.legislation.gov.uk/id/uksi/2019/653/regulation/1/2
http://www.legislation.gov.uk/id/uksi/2019/653/schedule/paragraph/11/b
http://www.legislation.gov.uk/id/uksi/2019/1444
http://www.legislation.gov.uk/id/uksi/2019/1444
http://www.legislation.gov.uk/id/uksi/2019/1444/regulation/1/2
http://www.legislation.gov.uk/id/uksi/2019/1444/regulation/4
http://www.legislation.gov.uk/id/ukpga/2020/1
http://www.legislation.gov.uk/id/ukpga/2020/1/schedule/5/paragraph/1/1
http://www.legislation.gov.uk/id/uksi/2018/506/regulation/12/11
http://www.legislation.gov.uk/id/uksi/2019/653
http://www.legislation.gov.uk/id/uksi/2019/653
http://www.legislation.gov.uk/id/uksi/2019/653/regulation/1/2
http://www.legislation.gov.uk/id/uksi/2019/653/schedule/paragraph/11/c
http://www.legislation.gov.uk/id/ukpga/2020/1
http://www.legislation.gov.uk/id/ukpga/2020/1/schedule/5/paragraph/1/1
http://www.legislation.gov.uk/id/ukpga/2020/1/schedule/5/paragraph/1/1
http://www.legislation.gov.uk/id/uksi/2020/1245
http://www.legislation.gov.uk/id/uksi/2020/1245
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/1/1
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/9/e
http://www.legislation.gov.uk/id/uksi/2020/1245/regulation/21
http://www.legislation.gov.uk/id/uksi/2018/506/regulation/12/14
http://www.legislation.gov.uk/id/uksi/2019/653
http://www.legislation.gov.uk/id/uksi/2019/653
http://www.legislation.gov.uk/id/uksi/2019/653/regulation/1/2
http://www.legislation.gov.uk/id/uksi/2019/653/schedule/paragraph/11/d
http://www.legislation.gov.uk/id/ukpga/2020/1
http://www.legislation.gov.uk/id/ukpga/2020/1/schedule/5/paragraph/1/1
http://www.legislation.gov.uk/id/ukpga/2020/1/schedule/5/paragraph/1/1
http://www.legislation.gov.uk/id/uksi/2018/629
http://www.legislation.gov.uk/id/uksi/2018/629
http://www.legislation.gov.uk/id/uksi/2018/629/regulation/1
http://www.legislation.gov.uk/id/uksi/2018/629/regulation/2/7/c
http://www.legislation.gov.uk/id/uksi/2018/506/regulation/12/17
http://www.legislation.gov.uk/id/uksi/2019/653
http://www.legislation.gov.uk/id/uksi/2019/653
http://www.legislation.gov.uk/id/uksi/2019/653/regulation/1/2
http://www.legislation.gov.uk/id/uksi/2019/653/schedule/paragraph/11/e
http://www.legislation.gov.uk/id/ukpga/2020/1
http://www.legislation.gov.uk/id/ukpga/2020/1/schedule/5/paragraph/1/1

Document Generated: 2024-07-05
Changes to legislation: There are currently no known outstanding effects for the The Network
and Information Systems Regulations 2018, PART 4. (See end of Document for details)

Textual Amendments
F16 Reg. 13 substituted (20.1.2021) by The Network and Information Systems (Amendment etc.) (EU
Exit) Regulations 2019 (S.1. 2019/653), reg. 1(2), Sch. para. 12; 2020 c. 1, Sch. 5 para. 1(1)

Registration with the Information Commissioner

14.—(1) The Information Commissioner must maintain a register of all RDSPs that have been
notified to it.

(2) A RDSP must submit the following details to the Information Commissioner before the
registration date for the purpose of maintaining the register mentioned in paragraph (1)—

(a) the name of the RDSP;
(b) the address of its head office, or of its nominated representative; and

(c) up-to-date contact details (including email addresses and telephone numbers).

(3) A RDSP must notify the Information Commissioner [*"in writing] about any changes to the
details it submitted under paragraph (2) as soon as possible, and in any event within three months
of the date on which the change took effect.

(4) In this regulation, the “registration date” means—

(a) 1Ist November 2018, in the case of a RDSP who satisfies the conditions mentioned in
regulation 1(3)(e) on the coming into force date of these Regulations, or

(b) in any other case, the date three months after the RDSP satisfies those conditions.

Textual Amendments
F17 Words in reg. 14(3) inserted (31.12.2020) by The Network and Information Systems (Amendment and
Transitional Provision etc.) Regulations 2020 (S.1. 2020/1245), regs. 1(1), 10 (with reg. 21)

[F"*Representatives of digital service providers established outside the United Kingdom

14A.—(1) This regulation applies to any digital service provider which—

(a) has its head office outside the United Kingdom, but which offers digital services within
the United Kingdom; and

(b) is not a small or micro enterprise as defined in Commission Recommendation 2003/361/
EC.

(2) The digital service provider must—

(a) nominate in writing a representative in the United Kingdom; and

(b) notify the Information Commissioner of the name and contact details of that representative.
(3) The digital service provider must comply with paragraph (2)—

(a) in the case of a provider which is offering digital services within the United Kingdom on
the coming into force date of these regulations, within three months of the date on which
these regulations come into force; or

(b) in any other case, within three months of the provider first offering digital services in the
United Kingdom.
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(4) The Information Commissioner or GCHQ may contact the representative instead of or
in addition to the digital service provider for the purposes of ensuring compliance with these
Regulations.

(5) A nomination under paragraph (1) is without prejudice to any legal action which could be
initiated against the nominating digital service provider.]

Textual Amendments
F18 Reg. 14A inserted (20.1.2021) by The Network and Information Systems (Amendment etc.) (EU Exit)
(No. 2) Regulations 2019 (S.I. 2019/1444), regs. 1(2), 2(3); 2020 c. 1, Sch. 5 para. 1(1)
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